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ABSTRACT 

The paper proposes a solution to the challenges faced by Wireless Sensor Internet of Things (WSIoTs), 

such as unreliable data communication, high energy consumption, security issues, and cost efficiency. 

To address these issues, a blockchain-based trust model is suggested. The Dijkstra algorithm is 

employed to develop an efficient routing protocol that prevents void holes and facilitates communication 

between network nodes and a sink node. Transparency is ensured by recording all node transactions in 

an immutable blockchain. The Proof of Authority (PoA) consensus algorithm is used to validate and add 

transactions to the blockchain. Additionally, the interplanetary file system is utilized for reliable and 

cost-effective storage. Simulation results demonstrate a 13% improvement in performance with PoA 

compared to the proof of work consensus algorithm. The proposed routing protocol and trust model are 

validated based on gas consumption, throughput, nodes' status, and energy consumption. 
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1] INTRODUCTION: 

Wireless Sensor Internet of Things (WSIoTs) 

involves the deployment of Ordinary Sensor 

Nodes (OSNs) in the environment for 

monitoring purposes. These OSNs collect data 

and send it to main servers for aggregation. Sink 

Nodes (SNs) act as relay nodes, facilitating 

communication between OSNs and the main 

server. WSIoTs find applications in various 

fields like smart cities, medicine, and military. 

Challenges faced by WSIoTs include limited 

data storage capacity, routing and security 

issues, void holes, and low throughput. To 

ensure reliable and efficient data delivery, the 

design of routing protocols plays a crucial role. 

However, existing protocols face limitations 

such as low Packet Acceptance Ratio (PAR), 

short battery life, noise, and void holes, which 

impact network reliability. 
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2] LITERATURE SURVEY: 

2.1] W. She, Q. Liu et al 

The Internet of Things (IoT) has gained 

popularity for its efficiency and real-time 

collaboration. However, security concerns in 

wireless sensor networks supporting the IoT are 

increasing. To address the limitations of existing 

malicious node detection methods, a blockchain 

trust model (BTM) is proposed. The BTM offers 

a comprehensive framework and constructs a 

blockchain data structure for detecting 

malicious nodes. It employs blockchain smart 

contracts and the WSNs' quadrilateral 

measurement localization method to detect 

malicious nodes in 3D space, with voting 

consensus results recorded in the distributed 

blockchain. Simulation results validate the 

model's ability to effectively detect malicious 

nodes in WSNs while ensuring traceability in 

the detection process.  

2.2] B. Jia, T. Zhou et al 

Crowd sensing involves engaging mobile device 

users in tasks like data collection and cloud 

computing. For cloud platforms, crowd sensing 

enables collaboration on large-scale awareness 

tasks and provides users' information for the 

platform. Various incentive mechanisms have 

been proposed to enhance crowd sensing 

effectiveness, including monetary rewards, 

gamification, social relations, and virtual 

credits. However, privacy protection-based 

incentives are rare. This paper introduces a 

blockchain-based location privacy protection 

incentive mechanism in crowd sensing 

networks, combining privacy protection and 

virtual credits. The network structure comprises 

intelligence crowd sensing networks, a 

confusion mechanism, and blockchain. 

Experimental results conducted in a campus 

environment demonstrate the effective impact of 

the proposed incentive mechanism on 

stimulating user participation. 

3] PROBLEM DEFINTION: 

This IOT runs on battery power and this battery 

has to utilized efficiently to increase network 

life time and avoid IOT death (will get dead or 

unavailable upon battery exhausted). This IOT 

not only has battery constrained, it also suffered 

from data security and trust issue. For Trust 

always IOT depend on third party centralized 

server which require money charges and if this 

centralized server down then trust model get 

shutdown.  

4] PROPOSED APPROACH: 

To overcome from above issue author 

employing Block chain distributed technology 

to maintain TRUST model. As Block chain 

stores data in multiple nodes (distributed 

storage) and if one node down then trust model 

get executed from other working nodes and runs 
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on virtual nodes so no 3rd party monitoring or 

money payment required. To reduce energy 

consumption author avoiding VOID (void 

means nodes has no nearest neighbor for routing 

so no data will transfer) routing issue using 

Dijkstra algorithm which calculates all routes 

between source and SINK node and then 

remove all paths which has VOID or no nearest 

neighbor issue and then select only that path 

which is nearest and less energy consumption.  

Storing huge IOT data in Blockchain will take 

more money so author employing IPFS (inter-

planary file system) for data storage. IPFS will 

store IOT data and then return hash code of 

saved data and this hash code will stored in 

Blockchain. While reading data we can collect 

all hash codes from Blockchain and then by 

issuing hash code to IPFS we can collect IOT 

data back.  

Each IOT will sense data and then report to Sink 

Node which will check IOT id and if valid IOT 

ID data received then only data will be reported 

to Blockchain. While reading data Main Server 

will check weather given Hash code is valid or 

not and if valid then only it will read data from 

Blockchain and send to IOT back. While storing 

data Blockchain associate each data with unique 

hash code and then store data and hash code in 

blocks and before storing any new block it will 

perform verification of all blocks and if data not 

change then same hash code will be generate 

and verification will be successful and if data 

changes then result into mismatch hash code 

and attack will be detected. So by using 

Blockchain we can avoid internal attack (data 

steal or change by internal working employees). 

External attack means hackers will hack IOT 

and then change its packet data. 

5] ARCHITECTURE: 

 

6] PROPOSED METHODOLOGY: 

Contribution of propose paper 

1) A routing protocol using Dijkstra algorithm 

is proposed to find the shortest path from 

OSNs (normal node) tothe SN (sink node) 

2) The void holes are avoided during route 

findingprocedure 

3) the malicious activities in the network are 

avoided by aBlockchain based trust model 



Dogo Rangsang Research Journal                                                   UGC Care Group I Journal 

ISSN : 2347-7180                                                                                   Vol-13, Issue-6, June 2023 

Page | 52                                                                                            Copyright @ 2023 Authors 

4) PoA consensus mechanism is used to 

minimize the computational overhead, 

caused due to Proof ofWork (PoW) 

5) A distributed storage platform, known as 

InterplanetaryFile System (IPFS), is used to 

provide a cost effectivedata storage solution 

for WSIoTs. 

Create IOT Simulation: using this we are 

creating some IOT sensors as simulation  

Calculate Sink Nodes: using this we will 

calculate sink nodes which are closer to Main 

Server so it can send data to Main server.  

Route using Shortest Path: using this we can 

select source node and then it will sense some 

random data and then it will calculate paths 

using Dijkstra algorithm and then select best 

path without VOID and send to sink node. Sink 

node will send to server and server will store 

data in IPFS and then hash code returned from 

IPFS will get stored in Blockchain.  

Residual Energy Graph: using this we will 

plot energy consumption between existing and 

propose as all existing techniques were 

considering VOID path so it will have no 

neighbours so will consume more energy and 

will have less residual battery 

Extension Memory Graph: in propose paper 

author storing all data in IPFS so it will take lots 

of server memory and to avoid this issue as 

extension we are compressing all IOT data to 

reduce size which will consume less server 

memory and application runs faster and then we 

are plotting memory consumption graph 

between propose and with  extension 

compression technique 

Search Main Server: using this module we can 

select any node and then send request to Main 

server to read back IOT sense data. Main server 

will evaluate IOT and its hash codes to identify 

weather request is coming for valid IOT data.  

 

 

 

7] RESULTS: 
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In above screen Creating IOT Simulation, all 

red colour circles are normal IOT and blue 

colour is the Main Server 

 

In above screen Calculating Sink Node, all 

green colour circles are selected Sink Node and 

big circle represents all nodes inside it are 

neighbours to one and other and now select any 

source IOT from the above drop down box 

 

Route using Shortest Path, In above screen I am 

selecting 18 as the source node 

 

In above screen source 18 sending to nearest 

neighbour IOT 6 which is sending to nearest 

SINK 3 and sink sending to main server and this 

path you can see with black lines. Sending data 

to sink and main server and each random 

sensing data will store in IPFS and Blockchain 

 

In above graph x-axis represents number of 

packets sent and y-axis represents available 

energy and in above graph green line represents 
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propose algorithm available energy and blue 

line represents available energy using extension 

technique. So by using propose work network 

can have high available energy and its lifetime 

will be more 

 

In above graph x-axis represents propose and 

extension work and y-axis represents Memory 

requirements size and with propose technique 

we need more memory for storage and with 

extension compress storage we need less 

memory so memory can saved with extension 

technique.

 

 

In above screen in first column we can see IOT ID and then its sense data and then hash code stored in 

Blockchain and then we can see IOT sensing data date and time. 

 

8] CONCLUSION:  

A routing protocol is introduced, which finds 

the shortest path using the Euclidean distance 

formula and the Dijkstra algorithm. 

Additionally, the proposed algorithm avoids the 

void holes, which results in less battery usage of 

the network nodes and ultimately helps the 

network in the long run. Moreover, the security 

is maintained by the proposed blockchain based 

trust model. Therefore, the nodes in the network 

can communicate securely.  
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