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Abstract

In the present scenario businesses and people are outsourcing database to accomplish
helpful administrations and minimal effort applications. These are buried in the cloud
server, which is outside the ability to control of the data proprietor. The SQL Queries
require a few secure database schemes for its undeniable working, yet this at long last
prompts privacy spillage to the cloud server. For numerical range inquiry (>,<, and so
forth.) these neglect to give adequate security insurance. A portion of the difficulties faced
are privacy leakage of statistical attributes, access patterns and so on. Likewise,
increased number of queries will release more information to the cloud server. Thus,
regarding these issues numerous works have been done by various researchers. We have
studied some of these research works and analyzed the best possible ways to come to the
desired level of privacy preservation in the case of cloud computing. Some of the works
studied are the fuzzy logic, range queries, CryptDB order preserving encryption and
multi-cloud architecture.
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1. Introduction

In the present circumstances as it can be seen cloud has taken the control over the IT
business with its innumerable advantages. It holds the possibility to change an extensive
segment of the IT business, making software considerably more appealing as an service.
Cloud computing [1] is alluded to as SaaS (Software as a Service) since it renders the
applications as administrations over the Web and the hardware and systems software in
the data centres that offer those administrations. The hardware of data centre and software
is called a cloud Today the clouds can be open/public and in addition private. Private
clouds are associated to the inner datacenters of a business or other association, not made
accessible to the overall public. Cloud computing in this manner can be compressed as a
blend of saas and utility computing, booting out the data centre (little + medium
estimated). Security is the chief concern of the cloud computing. Cloud clients confront
security dangers both from outside and inside the cloud. Shielding the information from
the server itself is the pro of the main issues related with it. The server will by definition
control the "bottom layer" of the product stack, which adequately goes around most
known security methods. As said the cloud server is accepted as semi-trusted (honest-but-
curious). CryptDB [5], a framework that gives confidentiality to applications that utilize
database administration frameworks (DBMSes). CryptDB permits to perform queries over
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encrypted data, likewise the SQL's very much characterized set of operators, and queries
over encrypted data. CryptDB tends to the hazard of an inquisitive database administrator
(DBA) who endeavors to learn private information (e.g., health books, financial
articulations, individual data) by keeping an eye on the DBMS server by keeping the
DBA from learning private information. It uses a few instruments to accomplish this
security functionality. One of the devices being the Order preserving encryption (OPE)
[11, 12] is generally utilized as a part of databases to process SQL Questions over
encrypted information. It permits to perform order operations on ciphertext like the
plaintext for e.g. data server can fabricate index perform range queries [10] and sort the
encrypted information like the plaintext. Regardless of going to the security reason well,
despite everything it uncovers the order of the ciphertext. Therefore, the objective of
security protection of the outsourced information to a cloud server is refined by
partitioning the sensitive knowledge into two parts and store them in two non-colluding
clouds.

Moreover, a secure database service architecture is acknowledged by utilizing two non-
colluding clouds in which the information learning and query rationale is divided into two
clouds. Henceforth, perceiving just a single cloud can't help uncovering private data.
Other than a progression of intersection protocols to give numeric-related SQL range
queries [1] with privacy preservation is additionally executed and it won't uncover order
related data to any of the two non-colluding clouds.

2. System Architecture

Our proposed secure database system includes a database administrator, and two non-
colluding clouds. In this model, the database administrator can be implemented on a
client’s side from the perspective of cloud service. The two clouds (refer to Cloud A and
Cloud B), as the server’s side, provide the storage and the computation service. It briefly
depicts the architecture of our outsourced secure database system in our scheme. The two
clouds work together to respond each query request from the client/authorized users
(availability). For privacy concerns, these two clouds are assumed to be non-colluding
with each other, and they will follow the intersection protocols to preserve privacy of data
and queries (privacy). In our scheme, the knowledge of stored database and queries is
partitioned into two parts, respectively stored in one cloud. The mechanism guarantees
that knowing either of these two parts cannot obtain any useful privacy information.
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Figure 1. Outsource Database and Services

Page |141 Copyright ® 2020 Authors



Dogo Rangsang Research Journal UGC Care Group | Journal
ISSN : 2347-7180 Vol-10 Issue-01 January 2020

As shown in to conduct a secure database, data are encrypted and outsourced to be
stored in one cloud (Cloud A), and the private keys are stored in the other one (Cloud B).
For each query, the corresponding knowledge includes the data contents and the relative
processing logic. We utilize a prototype of knowledge partition, dividing application logic
into two parts, which is bristly proposed by Bohli et al. In [16]. The application logic, as a
secret knowledge, is partitioned into two parts, each of which is only known to one cloud.
This prototype. Intuitively, this two-cloud architecture increases some complexity to some
extent, and we will analyze and point out that this overhead is acceptable.

3. Related Work

This Paper analyzes recent research related to single or multiple cloud security and
addresses possible solutions. Research on using multi-cloud providers to maintain security
has been found to receive less attention from the research community than using
individual clouds. This work aims to promote the use of multiple clouds thanks to its
ability to reduce security risks affecting the user of cloud computing. We present new
preprocessing techniques that allow obtaining interactive query times in large text
collections (100 GB of text, served by a single machine). Consider two similarity
measures, one in which the query terms coincide with similar terms in the collection (for
example Algorithm of algorithm matches or vice versa) and one in which the query terms
coincide with terms with a similar prefix in the collection (for example, Alori corresponds
to the algorithm). The latter is important when we want to show the results instantly after
each keystroke (search while writing). All the algorithms have been completely integrated
into the complete search engine.

In this Paper, we define and solve the search for keywords classified as effective but
protected on data encrypted in the cloud. We use order preserving symmetric encryption
to protect data in the cloud. Although many research techniques are available, they do not
offer efficient search results. For example, the search results generated 40 records and in
those 30 records are relevant and the remaining 10 records generate irrelevant data. This
paper focuses mainly on research methods that will improve the effectiveness of research.
We use search methods based on keywords and concepts to retrieve relevant search
criteria. This method will restore documents based on broader conceptual entities, which
will improve the efficiency of the search.

4. Modules

1. Potential Threats and Privacy Requirements This section describes the potential
threats and the privacy requirements when the database is outsourced to public cloud. The
stored data contents and the query processes. Although there are many data encryption
schemes, some fail to provide sufficient privacy preservation after statistical analysis:
Repeated and large-amount query processes not only leak the access patterns, but also
disclose the stored encrypted data progressively.

2. Data contents Module: Besides the static properties can disclose the private
information of data contents, such properties themselves are already sensitive and private
for the client. Order Preserving Encryption(OPE), which is widely used in constructing
the secure database, with support of range queries, directly exposes the statistical
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information in the encryption field. Furthermore, the leakage of statistic properties is part
of the nature of outsourced cloud database service: the cloud can learn the statistical
properties (like order) by repeated query requests. As an example, It describes such an
attack: After two simple queries over one same column, the order relationship of some
data in certain column can be determined. There are also some other direct and indirect
scenarios to leak statistical properties. In this way, even though the order property is not
exposed to the semi-trusted cloud at the beginning, the cloud can gradually find out the
order information after many query requests.

3. Query pattern Module. The query pattern also contains privacy information, as
they can reveal the client’s purpose of the query. Even worse, such pattern can leak some
statistical properties, as discussed above. Based on the above discussion, we assert that an
outsourced secure database providing numeric-related queries should prevent the
following private information from being obtained by the honest-but-curious clouds

4. Privacy of Item Values Modules: An ideal scheme is required to make nothing of
the statistical properties be leaked to the curious clouds. However, the privacy leakage of
statistical properties in a practical Outsourced database system is inevitable, as returning
subset of data rather than universe requires knowledge for filtering. For instance, if the
client wants to retrieve a from the outsourced database, a cloud server without any
knowledge of the order can only return all items of the database to the client, which is not
usable.

5. Conclusion

In this paper, we presented a two-cloud architecture with an intersection for outsourced
database service, which ensures the privacy preservation of data contents and SQL range
guery pattern. At the same time, with the support of range queries, it not only protects the
confidentiality of static data, but also addresses potential privacy leakage in statistical
properties or after large number of query processes. Security analysis shows that our
scheme can meet the privacy preservation requirements. Furthermore, performance
evaluation result shows that our proposed architecture are efficient. To achieve the
assurances of cloud data integrity and availability and enforce the quality of dependable
cloud storage service for users, we propose an effective and flexible distributed scheme
with explicit dynamic data support, including block update, delete, and append. We rely
on erasure-correcting code in the file distribution preparation to provide redundancy
parity vectors and guarantee the data dependability.
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