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Abstract: This research explores the secrecy performance of a single hop relaying network equipped with Energy Harvesting (EH).
It also demonstrates that the system equipped with EH surpasses the conventional system in terms of the secrecy rate and energy
efficiency. The information signal is transmitted from the source to the destination in the presence of an eavesdropper using a relay
in the system that is being proposed. Both the source and the relay make use of the time switching EH technique in order to get
power from a power beacon. In this research, the secrecy rate of two cooperative schemes—decode-and-forward (DF) and amplify-
and-forward (AF) for both the proposed system with EH and the traditional system is compared. These methods are decode-and-
forward (DF) and amplify-and-forward (AF). At a distance of 40 metres between the eavesdropper and the relay, the system with
EH gives a higher secrecy rate than the traditional system by 31.17% for DF cooperative scheme and by 24.45% for AF relay.
These percentages are based on a DF cooperative scheme. In both the studied system with EH and the traditional system, the results
of the study demonstrate that the secrecy rate of the AF relay is higher than that of the DF relay. This is the case regardless of
which system is being analyzed. The artificial neural network method that was presented has been utilized in order to achieve better
results.

Index Terms— Energy harvesting, full duplex relay, physical layer security (PLS), secrecy rate, ANN etc.

1. INTRODUCTION

In the evolution of wireless communication generations such as 1G, 2G, 3G.., International Telecommunications Union-
Radio sector (ITU-R) has specified a set of requirements for 4G Communications standards [4-5]. These include namely the
International Mobile Telecommunications Advanced (IMT- Advanced) specification, by setting the peak speed requirements
for 4G service at 100 megabits per second (Mbit/s) for high mobility communication (such as from trains and cars) and 1
gigabit per second (Gbit/s) for low mobility communication (such as pedestrians and stationary users).

The high data rates required for Fourth Generation (5G) wireless systems in large areas do not appear feasible with the
conventional cellular architecture, for two basic reasons. Firstly, the transmission rates for 4G systems are two orders of
magnitude higher than those of 4G systems [6]. This demand creates serious power concerns, since it is well known that for a
given transmit power level, the symbol (and thus bit) energy decreases linearly with increasing transmission rate. Second, the
spectrum that is released for 5G systems will almost certainly be located well above the 2 GHz band used by the 4G systems.

The radio propagation in these bands is significantly more non line- of-sight conditions. The solution to these problems is to
significantly increase the density of base stations, resulting in considerably higher deployment costs that would only be
feasible, if the number of subscribers is also increased at the same rate. On the other hand, the same number of subscribers
will have a much higher demand in transmission rates, by making throughput rate as the bottleneck in the future wireless
systems.

A drastic increase in the number of base stations does not seem economically justifiable. It is obvious that more fundamental
enhancements are necessary for the very ambitious throughput and coverage requirements of future systems. Towards this
end, in addition to advanced transmission techniques and collocated antenna technologies, some major modifications in the
wireless network architecture are required [7]. This is necessitated as they enable effective distribution and collection of
signals to and from wireless users.

The integration of relaying with multihop capability into conventional wireless networks is the most promising architectural
upgrade. While conventional cellular networks are assumed to have cells of diameter 2-5 km, a relay will only be expected to
cover a region of diameter 200-500 m. The transmit power requirements for such a relay are significantly reduced compared
to those of Base Station (BS). This, in turn, permits economical design of the amplifier to be used in the relay [9].
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Relaying information over several point-to-point communication links is a basic building block of communication networks.
Such relaying is utilized in wired and wireless networks to achieve higher network connectivity (broader coverage). Other
modes are efficient utilization of resources such as power and bandwidth, better economies of scale in the cost of long-haul
transmissions (through traffic aggregation), interoperability among networks, and more easily manageable, hierarchical
network architectures. In wireless networks, direct transmission between widely separated radios can be very expensive in
terms of transmitted power required for reliable communication [9]. High-power transmissions lead to faster battery drain
(shorter network life) as well as increased interference at nearby radios. As alternatives to direct transmission, there are two
basic and frequently employed examples of relayed transmission for wireless networks.

In cellular settings, for example, networks provide connectivity between low-power mobiles by providing local connections
to high-power base stations that are relayed via a wire line base station network. In sensor networks, and military battlefield
communication networks in general, the use of wire line infrastructure is often precluded and the radios may be substantially
power constrained. However for the ad-hoc or peer-to-peer networks, transmissions can be relayed wirelessly [10-11].
Compared to adhoc networks, networks which apply relaying via fixed infrastructure do not need complicated distributed
routing algorithms. While retaining the flexibility of being able to move the relays, as the traffic patterns change over time.

As these examples suggest, relayed transmission enlists two or more radios to perform multiple transmissions. The end-to-
end transmissions potentially incur higher delay; but, since the individual transmissions are over shorter distances (in the
wireless case), or over high-quality cabling (in the wire line case), the power requirements for reliable communication can be
much lower [12].

Cooperative Relaying

Cooperative relaying is a novel technique for wireless communications promising gains in throughput and energy efficiency.
The basic idea is that A device transmits a data signal to a destination [13]. A third device overhears this transmission and
relays the signal to the destination as well. Finally, the destination combines the two received signals to improve decoding.

This concept gives rise to pure wireless self-organizing networks without any need of base stations. It can be employed in
various applications of network embedded systems. Cars use it to communicate directly with each other, for instance, to
exchange reports on accidents, traffic jams, or bad road conditions. Autonomous robots may use it to build a wireless
network in areas without infrastructure, e.g., in deserts and in space.

The communication techniques, where devices cooperate to transmit signals over the air, exploit a new, distributed form of
spatial diversity that mitigates the negative effects of signal fading and interference.

The task of relay selection is an important building block to realize cooperative relaying in practice. Devices located between
sender and potential receiver must agree with a distributed manner as which of them will act as relay and thus promote
wireless communication. The concept of cooperative relaying is a promising means to counteract the effects of small scale

fading [14].
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Figure 1: Cooperative relaying network

The simplest cooperative relaying network consists of three nodes, namely source, destination, and a third node supporting
the direct communication between source and destination, denoted as relay. If the direct transmission of a message from
source to destination is not (fully) successful, the overheard information from the source is forwarded by the relay to reach
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the destination via a different path. Since the two communications take a different paths and take place one after another, this
example implements the concept of space diversity and time diversity [15]. Figure 1 illustrates cooperative relaying.

Relaying Strategies

Various strategies are being employed in relaying terminals including fixed relaying method, adaptive relaying method and
coded cooperative relaying method.

In fixed relaying method, the relay always forwards (a processed version) it’s received message. The channel quality
measurement such as the Signal to Noise Ratio measurement of the backward channel is not exploited by the relay and the
later receives and processes the signal in an invariable fashion. Amplify-and-Forward relay, Decode-and-Forward relay and
Estimate-and-Forward relay employ this fixed relaying strategy [16-17].

In adaptive relaying method, the relay uses a threshold rule to decide autonomously whether to forward or not. If the
information of the backward channel quality is available, the relaying methods can be adaptive meaning that, the relay can
adjust its behavior according to the conditions of the source-relay channel. Selection relaying and incremental relaying
employ this strategy.

The coded cooperative relaying method integrates cooperation into channel coding and requires that the source and the relay
transmit a part of the code word. The success of decoding can be determined by checking the cyclic redundancy code so that
no feedback is required between the terminals [18]. This method can maintain the system performance and rate at the cost of
added complexity at the receiver.

The fixed relaying strategies can be further distinguished by the Amplify-and-Forward, Decode-and-Forward, and Compress-
and-Forward strategies.

The Amplify and Forward (AF) strategy allows the relay station to amplify the received signal from the source node and
forwards it to the destination. The amplify forward relay is shown in Figure 2. Here, relays act as analog repeaters. Since a
repeater amplifies whatever it receives, including noise and interferences, it is mainly useful in high signal-to-noise

environments. Amplify-and-forward approach has been extended to develop space-time coding strategies for relay networks,
thereby opening a new research avenue called distributed space-time coding. It is called as the scale and forward relays.
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Figure 2: Amplify and forward relay network

Figure 3 shows the Decode and Forward relay. Relays following the Decode and Forward (DF) strategy overhear
transmissions from the source, decode them and forward them to the destination. DF suffers from the error propagation
problem which may occur, if the relay incorrectly decodes a message and forwards this incorrect information to the
destination [19]. If the channel between the source and relay is corrupted with lot of noises, decode the data perfectly and
forward erroneous data to the the relay cannot destination. This causes error floor in the performance and hence, the DAF
protocol cannot achieve diversity. The incoming signal is just decoded and re-encoded on symbol by symbol basis. So,
neither an error correction can be performed nor a checksum can be calculated. The decode and forward operation implies
larger delays than simple repeaters.
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Figure 3: Decode and forward relay network

The Compress and Forward (CF) strategy allows the relay station to compress the received signal from the source node and
forwards it to the destination without decoding the signal. Figure 4 shows compress and forward relay. Furthermore, the
relays can operate in half-duplex mode, i.e. they do not transmit and receive simultaneously in the same band, or in full-
duplex mode [20]. The latter operation requires a spatial separation between transmit and receive antennas to reduce loop-
back interference from the transmit antennas to the receive antennas.
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Figure 4. Compress and forward relay network

The advantages of using relays are

[ Relaying technique is capable of extending communication range and coverage by providing link to
shadowed users through relay nodes.

° Relays can be viewed as a virtual antenna array that provides spatial diversity to combat frequency/time
fading of channels

° Increase in throughput.

Channel State Information

In wireless communication, Channel state information refers to known channel properties of a communication link. This
information describes how a signal propagates from the transmitter to the receiver and represents the combined effect of, for
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example, scattering, fading, and power decay with distance. The CSI makes it possible to adopt transmissions to current
channel conditions, and it is crucial for achieving reliable communication with high data rates in multi antenna systems [21].

CSI needs to be estimated at the receiver and it is usually quantized and fed back to the transmitter. Therefore, the transmitter
and receiver can have different CSls. The CSI at the transmitter and the CSI at the receiver are at times referred as CSIT and
CSIR, respectively.

The term “outdated” refers to the case where the CSI is correct at the time of estimation, but corresponds to a different
channel realization than the channel realization at the time when it is used. As a result, outdated CSI pertains to a subset of
the practical scenarios that are associated with the versatile term “imperfect” CSI.

Physical Layer Security

The idea behind physical-layer security is to utilize the physical characteristics of the communication channel to enhance
communication security via suitable coding and signal processing. PLS is founded on information theoretic proofs of perfect
secrecy, a concept coined by Shannon in 1949 [17]. Information Theoretic Security is a key tool for investigating the PLS.
The information theoretic method is seen as a potential technique for achieving secure communication. It has the ability to
significantly increase the level of security for both existing 5G and next-generation communication networks. This chapter
provides an overview of information theoretic security, from the pioneering key-based Shannon work through the key-less
Wyner work.

Fundamental Behind Secrecy

Any communication is built on the principle of secrecy. Specifically, this issue occurs when a transmitter (Alice) transmits
confidential information to a legitimate recipient (Bob), but does so in the presence of an unauthorized user, such as an
eavesdropper or a wiretapper (Eav), who intercepts the transmitted signals. In the field of information theory, secrecy
research can be divided into two broad categories:

e Secrecy With Key Based Approach

The Shannon’s Wireless Security Model: This is referred to as Shannon’s wireless security model. Claude Shannon coined
the term”perfect secrecy” in 1949 [17]. This perfect secrecy was obtained by assuming that legitimate users shared a key in a
noiseless crypto-system Figure 6. He demonstrated that the information theoretic security can be achieved in the presence of
an eavesdropper between two legitimate nodes that share a non-reusable secret key. The scheme depicted in Figure 1 is a
symmetric secret key encryption scheme. The objective in this case is to reliably convey data from Alice to Bob while
maintaining data secrecy from Eav. To accomplish this, it is assumed that Alice and Bob have a secret key that Eav is
unaware of. A secret word (also known as a codeword) is used to encode the input message at the Alice end, and to decode
the codeword back into message at Bobs’ end, with this key being used in both cases. Specifically, the random variables W,
C, and K are used to represent the input message, the codeword, and the keys, respectively. To maintain absolute secrecy, the
message W must be statistically independent of the Eav intercepted codeword C. In other words, the mutual information |
(W;C) between the message and the codeword intercepted by Eav is zero [17].

Legitimate
User (Bob)

Transmitter
(Alice)

Channel

Eavesdropper
(Eve)
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Figure 5: System model of Shannon’s cipher system

e Secrecy With Key Less Approach

The Wyner’s Wireless Security Model: b Wyner [22] came up with the idea of gaining the secrecy capacity over a
degraded broadcast channel early in 1975. In this case, the channel is also seen as being noisy. It is the central concept of his
work [22] to demonstrate that sensitive information can be transferred safely without the use of any encryption keys. On the
basis of information theory, he established that perfect secrecy can be attained if the wiretap link quality is a degraded version
of the legitimate link quality. As illustrated in Figure 7, Alice and Bob communicate using a discrete memoryless broadcast
channel, which allows them to keep their message completely hidden from Eav. The entire conversation is carried out
without the exchange of encryption keys.

- y
- . Channel | Legitimate
s User (Bob)
Channel | Eavesdropper

(Eve)

Figure 6: System model of Wyner’s wiretap channel

Basic Cooperative Network

Direct transmission refers to the transmission of messages over a direct channel between the source and the destination,
whereas co-operative or relay-based transmission refers to the transmission of messages with the assistance of relay nodes
between the source and the destination. In Figure 6, a classic co-operative wireless network is depicted, in which a relay (R)
node assists in the transfer of information from a source (S) node to a destination (D) node is demonstrated. Following the
description, a three terminal network is one in which the relay simply receives the source transmitted signal, processes it
according to specified protocols, and then retransmits the signal to the destination [23]. In order to send the signal from S to
D, this system typically requires two phases: Phase 1 is comprised of the node S transmitting its information to the nodes R
and D, while Phase 2 is comprised of the node R relaying its received signal to the destination by the use of a specific
relaying protocol. The relay’s processing of the incoming signal is an important part of relay-based communication. These
various processing algorithms result in a variety of cooperative communications protocols. The relaying protocol can be
either amplify-and-forward (AF) or decode-and forward (DF). According to the AF protocol-based relaying transmission, the
relay simply amplifies the incoming signal in order to increase its power so that it can reach the destination without loss [22].
The relay node, on the other hand, in a DF protocol-based relaying transmission decodes the incoming signal before
retransmitting it to the appropriate destination node. It is possible to deduce that the channel capacity of the DF protocol-
based relaying network is greater than the channel capacity of the AF protocol [23] when these two protocols are compared.

In co-operative communication, the nodes share their resources to make easy communication with one another. Using relay-
based communication, one can replace long-distance and low energy connections with shorter-distance and higher-energy
connections. Moreover, this network provides robustness against fading communication channels [32]. According to the
research [31], the relay-based co-operative network improves both the overall system capacity and the overall system
diversity. The capacity of this network was initially explored by the authors in [31], who also provided upper and lower
bounds for the channel capacity in the process.
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Relay

Relay transmission has been widely studied [20], since it can expand the coverage and enhance the system performance.
Many relay protocols have been proposed such as amplify-and-forward (AF), decode-and-forward (DF), and compress-and-
forward (CF) etc. In this paper, AF and DF are considered.

Amplify-and-Forward

In AF protocol, the source first transmits the signal to the relay, then the relay amplifies the signal and forwards the signal to
the destination. The secrecy rate is zero. Therefore, in two-hop untrusted relay networks, secrecy cannot be achieved for AF
transmission. Cooperative jamming is an appealing scheme to achieve positive secrecy rate in two-hop untrusted relay
networks [17].

Decode-and-Forward

In DF protocol, relay first decodes the signal from the source, then re-encodes it and forwards it to the destination [39].
Therefore, the untrusted DF relay cannot be employed to help forward confidential signals.

Energy Harvesting

Prolonging the lifetime of a wireless network through energy harvesting has received significant attention very recently [12].
Though, replacing or recharging batteries can avoid energy harvesting, it incurs a high cost and can be inconvenient or
hazardous (e.g., in a toxic environments), or highly undesirable (e.g., for sensors embedded in building structures or inside
the human body) [12]. In such scenarios, a safe and convenient option may be to harvest the energy from the environment.
Apart from the conventional energy harvesting methods, such as solar, wind, vibration, thermoelectric effects or other
physical phenomena [21], a new emerging solution is to avail ambient radio-frequency (RF) signals. The advantage of this
solution lies in the fact that RF signals can carry energy and information at the same time. Thus, energy constrained nodes
can scavenge energy and process the information simultaneously.

Energy Harvesting in Wireless Communications

Radio frequency (RF) energy harvesting (EH) has recently attracted considerable attention in the field of wireless
communication. This technology becomes a solution to prolong the life-cycle of in-accessible battery-limited devices. The
EH concept is based on the fact that RF signals, those in the frequency range 3 kHz to 300 GHz, can be used to carry
information and energy at the same time. The amount of power that can be harvested in a wireless system is dependent on
many parameters, such as the transmitted power from the RF source, the distance between the EH receiver and the RF source,
path loss exponent and the EH receiver efficiency. Hence, the harvested power is Ph = PrP, = P.nj where B. is the received
power and n is the EH efficiency. Therefore, based on this RF-EH technique, all the devices in future wireless networks are
predicted to be energy self-sufficient by harvesting energy from the RF signals and other natural sources in the surrounding
environment [22].

Simultaneous Wireless Information and Power Transfer (SWIPT)

The SWIPT technique is based on the fact that RF signals can carry information and energy at the same time, hence allowing
energy constrained nodes to harvest energy and process information simultaneously [25]. The concept of the SWIPT
technique was first developed in [24], where a trade-off between the rates at which energy and reliable information signals
can be sent over a noisy channel is considered. This work is extended in to incorporate the impact of frequency selective
channels with AWGN. However, these works assume an ideal receiver which implies that decoding the information signal
and harvesting energy is achieved simultaneously from the same received signals. Practically, this assumption might be un-
realistic due to practical circuit design limitations. In this context, several practical receivers for information processing and
energy harvesting have been proposed in the literature.
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Figure 7: SWIPT receiver structures

Wireless Power Communication Networks (WPCNs)

In wireless power communication networks (WPCNSs), the information transmission in the network is in the opposite
direction of the wireless energy transfer, as shown in figure 9. Furthermore, in WPCNSs the users cannot harvest energy and
process information from the same signal simultaneously, unlike in SWIPT networks, hence a time switching strategy should
be adopted in these kinds of networks.

Figure 8: Example of WPC system

2. LITERATURE REVIEW

Pietro Tedeschi, Savio Sciancalepore, and Roberto Di Pietro [29] Recent improvements in hardware downsizing
capabilities have accelerated the adoption of Energy Harvesting (EH)-based systems as a way to power embedded wireless
devices in an economical and sustainable manner. The limited power supply and irregular energy source availability have
complicated system trade-offs, increasing the attack surface and generally relaxing the accessible security services despite the
undeniable management advantages. In this paper, we provide an overview of the security concerns, applications, issues, and
approaches that emerge in wireless networks using EH technologies. Of addition to examining the flaws in EH networks, we
also give a thorough analysis of the scientific literature, covering attack methods, cryptographic procedures, physical-layer
security protocols for data secrecy, and extra physical-layer defences. We analyse the scientific contributions made to each of
the identified macro-areas based on a number of common traits, highlighting the advantages and disadvantages of the
approaches mentioned, the difficulties in the field, and some potential future possibilities. Finally, we give a brief overview
of some recent developments in the field that have the potential to spark interest in both industry and academia and fully
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realise the potential of ubiquitous EH wireless networks. These include the Rate-Splitting Multiple Access (RSMA) and Non-
Orthogonal Multiple Access (NOMA) schemes.

Ali A. Nasir, Xiangyun Zhou, Salman Durrani, and Rodney A. Kennedy, [30] Utilizing the ambient radio-frequency (RF)
signal while concurrently gathering energy and processing information is a newly developed method for extending the
lifespan of relay nodes in wireless networks that are energy constrained. This study examines an amplify-and-forward (AF)
relaying network, in which a relay node with limited energy collects energy from an RF signal and uses it to transmit data
from the source to the target. Two relaying protocols, | time switching-based relaying (TSR) protocol and ii) power splitting-
based relaying (PSR) protocol, are developed to enable energy harvesting and information processing at the relay. These
protocols are based on the time switching and power splitting receiver architectures. Analytical equations for the outage
probability and the ergodic capacity for the delay-limited and delay-tolerant transmission modes, respectively, are derived in
order to calculate the throughput. The numerical analysis offers useful explanations of how different system parameters,
including energy harvesting time, power splitting ratio, source transmission rate, source to relay distance, noise power, and
energy harvesting efficiency, affect the effectiveness of wireless energy harvesting and information processing using AF
relay nodes. Particularly, the TSR protocol surpasses the PSR protocol in terms of throughput at high transmission rates and
low signal-to-noise ratios.

Xiao Lu, Ping Wang, Dusit Niyato, Dong In Kim, and Zhu Han [31] Techniques for transferring and harvesting radio
frequency (RF) energy have recently emerged as alternatives for powering the next generation of wireless networks. This
cutting-edge technology benefits applications with quality of service (QoS) requirements since it enables proactive energy
replenishment of wireless devices. In this article, we give a thorough literature analysis on the developments in wireless
networks with the potential to harvest RF energy, also known as RF energy harvesting networks (RF-EHNSs). We first give a
general overview of RF-EHNS, describing their system architecture, methods for harvesting RF energy, and currently used
applications. Following that, we discuss the history of circuit design, the most recent circuitry implementations, and the
communication protocols specifically created for RF-EHNs. In accordance with the network types, such as single-hop
networks, multi-antenna networks, relay networks, and cognitive radio networks, we also examine many important design
difficulties in the creation of RF-EHNS. Last but not least, we see a few open study directions.

Yiliang Liu, Hsiao-Hwa Chen, and Liangmin Wang, [32] To establish communication confidentiality and authenticity,
physical layer security (PHY-security) makes use of the benefits provided by the randomness of the transmission media's
channel. Technologies for signal processing and wiretap coding are anticipated to be key components of this new security
system. Due to its distinctive qualities and the fact that we rely extensively on wireless communications in our daily lives for
the transmission of private and sensitive information, PHY-security has received a lot of attention. PHY-security
technologies carry out security functions without taking into account how those security protocols are executed, in contrast to
conventional cryptography, which works to ensure all involved entities load appropriate and validated cryptographic
information. In other words, no additional security algorithms or methods need to be implemented on layers above the
physical layer. This survey provides an overview of current research on PHYsecurity technologies that can provide secure
communications in wireless systems, as well as discussions on challenges and their potential solutions. It introduces the basic
theories of PHY-security, covering confidentiality and authentication. Additionally, the outstanding issues are listed as our
future study directions at the conclusion of the publication.

3. SYSTEM MODEL

The model of the system that is being considered can be seen in figure 9. This model is based on a two-hop relaying system
that consists of a single-antenna source node trying to send information signals to a single-antenna destination node via
antenna AF relay while there is also a single-antenna passive eavesdropper present. On the one hand, both the source and the
destination each use a constant transmission power supply, designated by the letters Ps and Pdn, respectively, in order to send
information and AN (Artificial Noise) signals. On the other hand, the relay is an EH node that relies only on the RF harvested
energy, Eh, that it possesses in order to both amplify and forward the signal that it has received [17].

Figure 9 provides an illustration of the system model. A power beacon B, a source S, a relay R, a destination D, and an
eavesdropper E are the components that make up this system. Let hpg, hpgr, hsr, Rrp, hsg, and hgg illustrate complex
channel gains between Band S, Band R, Sand R, R and D, S and E, and R and E, respectively. At each node, it is assumed
that the noise is of the complex additive white Gaussian noise (AWGN) variety, with a variance of c? and a mean of zero. In
addition to that, the relay in this system is capable of operating in both full and half duplex mode [8].
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Figure 9: System Model relaying using EH

Energy Harvesting Technique

Within this particular setup, R and S are responsible for powering the signal transmission process by harvesting energy from
B. Due to the time switching based EH protocol's high throughput, as can be seen in figure 10, it has been chosen to be
utilized in this thesis. [19] and [20] are the expressions that indicate the energy that was harvested at S and R, respectively.

T
Encrgy Harvesting at Sowrce to Relay Relay to Destination
Source and Relay Transmission Transmission
T (1-04)T/2 (1-04)T/2

Figure 10: Time Switching Relaying (TSR) Protocol
Es = nPgaT|hps|? 1)
Er = nPgaT|hpz|? (2)
Where, the efficiency of this technique of energy conversion is given by 0< n< 1, the power sent by beacon node is given by

Pgand 0 <a< 1. T represents time duration to transmit a particular block from S to D. Nodes S and R harvest energy from B
for time period of aT. Power transmitted by S and R in this system are represented by

.12
2nPgl|h
PS — n B| BS| a

1-a @)
2nPp|hg |2a
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DF Scheme

It does its work in two-steps. The first step is shown in Figure 11, where the source sends the signal x(n) to the relay. The
relay provides jamming signal q(2n) to the eavesdropper, at the same instant. The signals obtained at nodes R and E, in the
time sloti2n are given by [17]

yr(2n) = \/Fs hsgx(n) + ng(2n),

ye(2n) = [Ps hipx(n) + \[Pr; hipq(2n) +ng(2n) — (5)

Where, the jamming signal power of R is given by P;; and AWGN at R and E are represented by nR (2n) and nE (2n),

Figure 11: Illustration of signals sent in (2n)th time slot

Slot 2n+1
) - -
(50 ()
x(n)
< a@n+1) (.
S
-
.
-
.

.

Figure 12: Illustration of signals sent in (2n+1)th time slot
The second step is shown in the figure 12, where the relay sends the previously decoded signal to the destination. Further, in

this step, source sends jamming signal to the eavesdropper. The signals obtained at E and D in the time slot (2n+1) are
denoted as [17].

ve(2n+1) = \/}th;Ex(n) +/Ps; hsgq(2n + 1) + ng(2n + 1),
yp(2n+1) = [Pg hipx(n) + npy(2n + 1) (6)
Where, the power of the jamming signal of S is represented by Pg;and np (2n + 1) represents the AWGN at D.

AF Scheme

In a manner analogous to the DF approach, it likewise consists of two stages. The first step is exactly the same as it is in the
DF approach, which can be seen in Figure 3. The equation that describes the signals that can be obtained at nodes R and E
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during the first time slot 2n is as follows: (5). The second stage consists of the source amplifying the signal that it has
received and then transmitting the signal that has been amplified to the location that is being communicated to. As can be
seen in figure 12, the source also transmits a signal that jams the reception of the eavesdropper. The signals that were
collected at D and E during the 2n+1st time slot can be represented by the symbol [18].

yp(2n+1) = G\/Fs hip yr(2n) + np(2n + 1),
ye(2n +1) = G\/Fs hie yr(M) + /Ps; hsgq(2n + 1) + ng(2n + 1) )

Where scalling factor G = —————— and noise variance is given by No.
g TrelherlZTNe g Y No

Ps|hsgl?+Ng

System Secrecy Rate

The secrecy rate is the performance indicator for the physical layers of security. This rate is expressed in terms of the
difference between the capacity of the direct link (which connects the source and the destination) and the capacity of the
eavesdroppers' link. The secrecy rate is the pace at which the source securely sends the data to the destination in the presence

of eavesdroppers. This rate is expressed in bits per second. The rate of secrecy measured in terms of the chance of
information leakage that occurs when an eavesdropper is unable to decode the information collected from the source.

DF Scheme

Using equation (3.5) and (3.6), the rates at D and Eiis given by [17]

Rd =§log2(1+PRaRD) (8)

_1 Ps asg PR QRE
Re T2 1092(1 + 1+PRj QRE + 1+P5]0l55) (9)

|hgEl?

2 2
= [repl =25l and age =5~ By using equation (8) and (9), the secrecy rate that can be achieved, is

Where aRD - 5 (XSE -

gz '

represented as

2 2

Ry = max{R; — R,, 0},

1 1+P
(Rq = Re) = ;l0g2 L, l (10)

T1+I:’R] llRET1+PS] asg
AF Scheme

Utilizing equation (5) and (7), At D and E, the rates can be represented as [17]

Rd =%lOg2(1+G2PSaRD) (11)

2
R, =log2(1 + —S5E_ 4 T IS ORE (12)

1+PRj QRE 1+Pgsjasg
The secrecy rate is given as

Ry = max{R; — R,, 0}
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1+G2PSaRD
Psasg , G?PsaRp
' 1+PR] ARE ' 1+PS] asg

(Ry —R,) = %logz (13)

4. PROPOSED METHODOLOGY

An Artificial Neural Network (ANN) could be used to alter the weights and thresholds of a connectionist model by training
datasets to map input and output variables. ANNSs strive to get good results by connecting a large number of neurons together.
An ANN model is identified by its architecture, which includes a sophisticated algorithm for training datasets. The network
architecture defines the pattern of neuronal connections, whereas the activation function defines the type of unit. There are
two modes of operation for the neural network: processing and training. Algorithms define how the neural units generate
results for a certain set of inputs and weights in process mode. Algorithms define how the network adjusts its weights for all
coaching patterns in coaching mode [26].

KNN CLASSIFIER

The KNN classifier, for example, is based on the assumption that the categorization of unknown instances is frequently done
by linking the unknown to the familiar using some distance/similarity function. The intuition is that two instances that are so
far apart in the instance space described by the appropriate distance function are less likely to belong to the same category
than two instances that are close together. The goal of the k Nearest Neighbors (KNN) technique is to predict the
categorization of fresh sample points using a database wherein the data points are segregated into many different classes.

McCulloch and Pitts [27] devised an artificial neuron structure that is similar to that of a biological neuron (F).

Bias Weight

ay=1 = o(i
\\ a;= g(in;)

W

Gt (S
/

Input Input  Activation
Links Function Function

Output
Links

Output

Figure 13: Mathematical Model of a single neuron [28]

There are two modules in it: the summation module X and the activation module F. The accumulation module is roughly
equivalent to a biological nucleus. The output signal ¢ is formed by performing algebra summing of weighted input signals.
The formula for calculating the output signal can be found here,

(P:Zﬁﬂ”i u; = wlu (14)

Where w is the weights vector (synapses comparable), u is the input signal vector (dendrites similar), and m is the number of
inputs. The signal is handled by the activation module F that can be customized using various functions. The output signal y
has form if a simple linear function is applied.

y=Keo (15)

Networks that use this function are referred to as Madaline, and its neurons are referred to as Adaptive linear elements. They
are the most basic networks that have found practical use. A threshold function is another sort of activation module function

1, @ > ¢h

fo={y ecen @9

A sigmoid function, on the other hand, describes a non-linear profile of a biological neuron more precisely when oh is a
constant threshold value.
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_ 1
Y=ere A7)

Where g is a tangensoid function and is a specified parameter

_ apy1- e~ah
y=tanh () —=z (18)
Where a is the parameter that has been given. A single neuron's information capacity as well as processing ability is
somewhat limited.

It can, however, be raised by the proper coupling of several neurons. Rosenblatt created the first artificial neural network,
known as a perceptron, in 1958. It was used to recognise alphanumeric characters. Despite the fact that the findings were
unsatisfactory, it was a success as the first system to simulate a neural network. Rosenblatt also shown that if a perceptron
can solve a problem, the solution may be obtained in a finite number of steps. After nearly 15 years, research has been
revived by a series of publications demonstrating that these constraints do not apply to non-linear multilayer networks.
Learning strategies that are effective have also been introduced [28].

In multilayer ANNS, neurons are divided into three sorts of layers: input, output, and hidden layer. In a network, there can be
one or more hidden layers, but only one output and one input layer. The type and amount of data that will be sent to the input
determine the number of neurons in the input layer. The network's type of response is determined by the number of output
neurons. It's more difficult to estimate the number of buried layers and their neurons. Most tasks can be solved with just one
hidden layer in a network. In order to be solved, none of the known issues require a network with more than three hidden
layers. Signals from the neurons in the input layer (IL) are routed to the hidden layer (HL), and then to the output layer (OL)
(OL). There is no foolproof method for determining the number of hidden neurons. A formula is used to describe one of the
methods.

Where N; and N, are the appropriate values for the input and output layers, correspondingly, and N, his the number of
neurons in the hidden layer. Therefore, the number of hidden neurons is normally chosen by trial and error.

5. RESULTS AND DISCUSSION

The purpose of this part is to show the numerical findings of an investigation into the secrecy rate of the proposed system,
which makes use of EH for both DF and AF relaying systems. As can be seen in figure 3.5, it is assumed that the source S,
the relay R, and the destination D are all situated along the same line [2], where, dgs, dgr, dsr, dre and drp show the distance
between B and S, between B and R, between S and R, between R and E and between R and D. The distance between E and S
can be represented as dre=sqrt((dre)*2 + (dre)*2) respectively. The channel used is the line-of-sight (LOS) channel model

d_Tcefg, where d is the distance between the nodes, 8 denotes the random phase that is having uniform distribution within
[0,2m] and ¢=3.5 gives the path loss exponent [2].

It is assumed that PB = 30 dBm, the noise power = -40 dBm and dgs = dgr= 7 m. Further, 0=0.999 and n = 0.9.
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Figure 14: Secrecy rate versus Relay-eavesdropper distance (dRE)
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Figure 15: Secrecy rate versus Relay-eavesdropper distance (dRE) with ANN

Figures 14 and 15 show the fluctuation of secrecy rates of AF and DF cooperative strategies with the distance
amongst eavesdropper and relay, dRE, when dBS = dBR = 7 metres, dSR = 10 metres, and dRD = 15 metres in the
considered system that utilizes EH and in the conventional system that does not utilize EH. When there is an increase in dRE,
there is also an increase in the secrecy rate, and this applies to both the DF and AF cooperative systems.
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8 Average secrecy rate vs relay-destination distance without EH
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Figure 16: Secrecy rate versus Relay-destination distance (dRD)

Figures 16 and 17 show a plot of the secrecy rate versus the distance between the relay and the destination (dRD) when the
relay distance (dRE) is 15 metres and the secrecy rate (dSR) is 10 metres in the proposed system with EH and in the
conventional system without EH for AF and DF relaying technique, respectively. There is a decrease in the secrecy rate in
both cooperative strategies whenever there is a greater distance between R and D.

Average secrecy rate vs relay-destination distance with EH
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Figure 17: Secrecy rate versus Relay-destination distance (dRD) with ANN
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Average secrecy rate vs path loss exponent without EH
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Figure 18: Secrecy rate versus Path Loss Exponent
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Figure 19: Secrecy rate versus Path Loss Exponent with ANN
In the proposed system, the plot of secrecy rate vs path loss exponent is depicted in figures 18 and 19 when dSR equals 10

metres, dRE equals 15 metres, dRD equals 15 metres, and dBS equals dBR equals 7 metres. When the path loss exponent is
increased, the degradation of the medium is likewise increased; as a result, the secrecy rate is decreased.
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Figure 20: Secrecy rate dBS or dBR
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Figure 21: Secrecy rate dBS or dBR with ANN

The plot of the secrecy rate vs the distance between the beaconsource and the beacon-relay, also known as dBS or dBR, is
shown in figures 20 and 21. In the proposed system, the dSR value is set to 10 metres, the dRE value is 15 metres, and the

dRD value is 15 metres. The rate at which information may be kept secret is lessened whenever there is more space between
a beacon and its source or relay.

7. CONCLUSION

This paper focuses on physical layer security and wireless power transmission in cooperative relaying systems for secrecy
and energy harvesting. We've developed accurate mathematical equations for cooperative system analysis. These phrases
simplify system analysis and evaluation. The secrecy capability of EH multiple-antennas AF relaying systems was explored
when the relay used TSR and PSR to harvest energy and process information simultaneously. An generated noise signal is
developed to increase relay power and system security. We developed exact analytical formulae for each EH relaying
protocol's secrecy. The TSR protocol's time switching factor and PSR protocol's power splitting factor have also been
tweaked to ensure the best level of anonymity across system configurations. Several critical system characteristics, including
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EH time, power splitting ratio, source-to-relay distance, AN power, EH efficiency, and number of relay antennas, were also
investigated.
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