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Abstract—

Wireless sensor networks (WSNSs) are increasingly being used in critical security applications. Because of
their inherent resource constraints, they are vulnerable to various security attacks, including a blackhole
attack, which has a significant impact on data collection. To address this challenge, ActiveTrust, an active
detection-based security and trust routing scheme, is proposed for WSNs. The most significant innovation
of ActiveTrust is that it avoids black holes by actively creating a number of detection routes to quickly
detect and obtain nodal trust, thereby improving data route security. More importantly, the ActiveTrust
scheme provides for the generation and distribution of detection routes, which can fully utilise the energy
in non-hotspots to create as many detection routes as required to achieve the desired security and energy
efficiency. Comprehensive theoretical analysis as well as experimental results indicate that the performance
of the Active Trust scheme is better than that of previous studies. Active Trust can significantly improve
the data route success probability and ability against black hole attacks and can optimize network lifetime.
Index Terms—Dblack hole attack, network lifetime, security, trust, wireless sensor networks

l. INTRODUCTION

WESS Sensor Networks (WSNSs) are emerging as a promising technology because of their wide range
ol applications in industrial, environmental monitoring, military and civilian domains [1-5]. Due to
economic considerations, the nodes are usually simple and low cost. They are often unattended, however,
and are hence likely to suffer from different types of novel attacks [6-8]. A black hole attack (BLA) is one
of the most typical attacks [9] and works as follows. The adversary compromises a node and drops all
packets that are routed via this node, resulting in sensitive data being discarded or unable to be forwarded
to the sink. Because the network makes decisions depending on the nodes’ sensed data, the consequence is
that the network will completely fail and, more seriously, make incorrect decisions [10-15]. Therefore, how
to detect and avoid BLA is of great significance for security in WSNs.

There is much research on black hole attacks [9, 16-19]. Such studies mainly focus on the strategy of
avoiding black holes [17, 18, 19]. Another approach does not require black hole information in advance. In
this approach, the packet is divided into M shares, which are sent to the sink via different routes(multi-
path),but the packet can be resumed with Tshares (T<=M). However, a deficiency is that the sink may
receive more than the required T shares, thus leading to high energy consumption; such research can be
seen in [9, 16]. Another preferred strategy that can improve route success probability is the trust route
strategy. There is much related research, such as [20, 21, 22, 23, 24]. The main feature is to create a route
by selecting nodes with high trust because such nodes have a higher probability of routing successfully;
thus, routes created in this manner can forward data to the sink with a higher success probability [22,23].
However, the current trust-based route strategies face some challenging issues [24]. (1) The core of a trust
route lies in obtaining trust.However, obtaining the trust of a node is very difficult, and how it can be done
is still unclear. (2) Energy efficiency. Because energy is very limited in WSNs, in most research, the trust
acquisition and diffusion have high energy consumption, which seriously affects the network lifetime. (3)
Security. Because it is difficult to locate malicious nodes, the security route is still a challenging issue.
Thus, there are still issues worthy of further study. Security and trust routing through an active detection
route protocol is proposed in this paper. The main innovations are as follows.

1) The Active Trust scheme is thefirstroutingschemethat uses active detection routing to
addressBLA.

The most significant difference between ActiveTrust and previous research is that we create multiple
detection routes in regions with residue energy; because the attacker is not aware of detection routes, it will
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attack these routes and, in so doing, beexposed.Inthisway,theattacker’sbehaviorandlocation,as well as nodal
trust, can be obtained and used to avoid black holes when processing real data routes. To the best of our
knowledge, this is the first proposed active detection mechanism inWSNSs.

(2) The ActiveTrust route protocol has better energy efficiency.

Energy is very precious in WSNs, and there will be more energy consumption if active detection is
processed. Therefore, in previous research, it was impossible to imagine adopting such high-energy-
consumption active detection routes. However, we find it possible after carefully analyzing the energy
consumption in WSNs. Research has noted that there is still up to 90% residue energy in WSNs when the
network has died due to the "energy hole" phenomenon. Therefore, the ActiveTrust scheme takes full
advantage of the residue energy to create detection routes and attempts to decrease energy consumption in
hotspots (to improve network lifetime). Those detection routes can detect the nodal trust without decreasing
lifetime and thus improve the network security. According to theoretical analysis and experimental results,
the energy efficiency of the ActiveTrust scheme is improved more than 2
timescomparedtopreviousroutingschemes,includingshortest routing, multi-pathrouting.

(3) The ActiveTrust scheme has better security
performance.Comparedwithpreviousresearch,nodaltrustcan be obtained in ActiveTrust. The route is created
by the followingprinciple.First,choosenodeswithhightrusttoavoid potential attack, and then route along a
successful detection route. Throughtheaboveapproach,thenetworksecuritycanbe improved.

4) Through our extensive theoretical analysis and simulation study, the ActiveTrust routing
scheme proposed in this paper can improve the success routing probability by 1.5
timesto6timesandtheenergyefficiencybymorethan2times compared with that of previousresearches.

The rest of this paper is organized as follows. In Section 2, the related work is reviewed. The system model
and problem statement are described in Section 3. In Section 4, the novel ActiveTrust scheme is presented.
Security and performance analysesareprovidedinSection5.Section6istheanalysisand comparison of
experimental results. We conclude in Section?.

1. RELATEDWORK

Single-pathroutingisasimpleroutingprotocol[12]butis easily blocked by the attacker. Therefore, the most
natural approach is via multi-path routing to the sink. Even if there is an attack in some route, the data can
still safely reach the sink [9]. Multi-path routing protocols can be classified into two
classesdependingonwhetherthedatapacketisdivided.Oneis multi-path routing without share division. The
other is multi-pathroutingwithsharedivision,i.e.,thepacketisdivided into shares, and different shares reach
the destination via different routes[9].

(1) Non-share-based multi-path routing. There are different multi-path route construction methods.
Ref. [25] proposes a multi dataflow topologies (MDT) approach toresist the selective forwarding attack. In
the MDT approach, the network is divided into two dataflow topologies. Even if one topology has a
malicious node, the sink can still obtain packets from the othertopology.

In such protocols, the deficiency is that if the packet is routed via n routes simultaneously, the energy
consumption will be n times that of a single path route, which will seriously affect the network lifetime;
similar research can be seen in multi-path DSR [25], the AOMDV [18] and AODMV [26].

2) Share-based multi-path routing protocols. The SPREAD algorithm in [27] is a typical share-
based multi-path routingprotocol.ThebasicideaoftheSPREADalgorithmisto
transformasecretmessageintomultipleshares,whichiscalled

a(T,M)thresholdsecretsharingscheme[28]. TheMsharesare delivered by multiple independent paths to the
sink such that, even if a small number of shares are dropped, the secret message as a whole can still be
recovered [9, 16, 28]. The advantage of this algorithm is that through multi-path routing, each path routes
only one share, and the attacker must capture at least T shares to restore nodal information, which increases
the attack difficulty [9]. Thus, the privacy and security can be improved. In the above research, the multi-
path routing algorithms are deterministic such that the set of route paths is predefined under the same
network topology [9]. This weakness opens the door for various attacks if the routing algorithm is obtained
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by the adversary[9].

For the weakness mentioned above, Ref. [29] proposed

four random propagation strategies: random propagation(PRP), directed random propagation (DRP), non-
repetitive random propagation (NRRP), and multicast tree assisted random propagation (MTRP). The
general strategy is as follows. First, divide the message into M shares, and the route path of each
shareisnotpredetermined. Thus,eveniftheadversaryacquires the routing algorithm, it is difficult to launch a
pinpointed node-compromise or jamming attack. Because it is difficult to capture more than T shares, the
security is also improved. In multi-to-one data collection WSNs, we argue that for classic "slicing and
assembling” or multi-path routing techniques, sliced shares will merge in the same path with high
probability, and this path can be easily attacked by black holes. Thus, in [16], a Security- and Energy-
efficient Disjoint Route (SEDR) scheme is proposed to route sliced shares to the sink with randomized
disjoint multipath routes by utilizing the available surplus energy of sensor nodes. The authors demonstrate
that the security is maximized without reducing the lifetime in the SEDRprotocol.

Another method to avoid attack and improve route success
probabilityistrustrouting. Trustmanagement[20]isbecoming a new driving force for solving challenges in ad
hoc networks [21], peer-to-peer networks [22], and WSNs [23,24].

Zhan et al proposed a trust-aware routing framework protocol (TARF), using trust and energy cost for
route decisions, to prevent malicious nodes from misleadingnetwork traffic[30].Ref.[31]proposestheSec-
CBSNalgorithm,which develops different trust calculation methods based on nodal roles. Ref. [32]
develops an attack-resistant and lightweight trust management protocol named ReTrust, which can resist
attacks through a trust management approach for medical sensor networks (MSNs). Ref. [33] presents a
proposal named TRIP, which aims to quickly and accurately identify malicious
orselfishnodesspreadingfalseinformationinvehicularadhoc networks (VANETS). Ref. [34] also proposes a
resilient trust model, SensorTrust, for hierarchical WSNs. Ref. [24] introduces the concept of attribute
similarity in finding potentially friendly nodes amongstrangers.

Although there IS much research on black node attack
avoidance,thereisstillmuchthatisworthyoffurtherstudy.(1) The current black hole avoidance strategies
mostly affect network lifetime. (2) The current black hole avoidance strategies are mostly passive acting
systems, which affects system performance. (3) The trust route mechanism has high costs and is difficult to
obtain trust, so the guiding significance is limited [35, 36].

. THE SYSTEM MODEL AND PROBLEMSTATEMENT

The SystemModel

Network model

(a) We consider a wireless sensor network consisting of sensor nodes that are uniformly and randomly
scattered in a circularnetwork;thenetworkradiusisR,withnodaldensity

0, and nodes do not move after being deployed [4, 9]. Upon
detectionofanevent,asensornodewillgeneratemessages,

and those messages must be sent to the sink node [4, 13].

(b) We consider that link-level security has been established through a common cryptography-based

protocol.
Problem Statement
(1) Network lifetime maximization. Network lifetimecan be defined as the first node die time in the

network [4, 9, 16]. For Ej as the energy consumption for node i , the lifetime maximization can be
expressed as thefollowing:

max(T ) COminmax(Ej) ©))

2) The data collection has better security performance and strong capability against black
holeattacks.

The main goal of our scheme [ to ensure that the nodal
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datasafelyreachthesinkandarenotblockedbytheblackhole. Thus, the scheme design goal is to maximize the
ratio of packets successfully reaching the sink. Consider that the number of packets that are required to
reach the sink is [Jand thatthenumberofpacketsthatultimatelysucceedinreaching

the sink is m ; the success ratio is

q Cm(] 4) |

Our goal is to maximize the success ratio, that is, max(q) .
Insummary,theoptimizationgoalofthispaperisthefollowing equation:

Omax(T ) [ min max(E )

Thus,weconsideralinkkeytobesafeunlesstheadversary Doion i(5)

physically compromises either side of the link [9, 16].

(2) The adversaries model

We consider that black holes are formed by the compromised nodes and will unselectively discard all
packets passed by to prevent data from being sent to the sink [9, 16].
Theadversaryhastheabilitytocompromisesomeofthenodes. However, we consider the adversary to be unable
to compromise the sink and its neighboring nodes [9,16].

B. Energy Consumption Model and RelatedDefinitions

According to the typical energy consumption model [4,9, 16], Eqg. (1) represents energy consumption for
transmitting, and Eq. (2) represents energy consumption forreceiving.

Eelec represents the transmitting circuit loss. Both the free space (d 2 power loss) and the multi-path fading
(d * power loss) channel models are used in the model depending on the

mmax(a)lqtimb)
2 ACTIVE TRUST SCHEMEDESIGN

A.  Overview of the ProposedScheme

An overview of the ActiveTrust scheme, which is composed of an active detection routing protocol and
data routing protocol, is shown in Fig. 1.

distance between the transmitter and receiver. [ and [ amp

aretherespectiveenergyrequiredbypoweramplificationinthne two models. The energy consumption for
receiving an | -bit packetisshowninEq.(2). Theaboveparametersettingsare
shown in Table 1, as adopted from [4, 9, 16].

(HE v WIE Q10d? ifdOd

[

E OIE /0 dfif d 0d

0 (1)  Fig. 1: lllustration of the ActiveTrust scheme

1) Active detection routing protocol: A detection route

referstoaroutewithoutdatapacketswhosegoalistoconvince
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(IImember elec amp
ER (I) UlEelecO
(2)
Parameter Value
Threshold distance (dg) (m) 87
Sensing range ry(m) 15
Eelec(nJ/bit) 50
ex(pI/bit/m ) 10
€amy(PI/bit/M ) 0.0013
Initial energy (J) 0.5
the adversary to launch an attack o) the system can

identifytheattackbehaviorandthenmarktheblackholelocation. Thus,the
Table 1 network parameters

system can lower the trust of suspicious nodes and increment the trust of nodes in successful routing routes.
Through active  detection routing, nodal trust can be quickly obtained, and it
caneffectivelyguidethedatarouteinchoosingnodeswithhigh

trusttoavoidblackholes. Theactivedetectionroutingprotocol is shown via the green arrow in Fig. 1. In this
scheme, the source node randomly selects an undetected neighbor node to
createanactivedetectionroute.Consideringthatthelongest
detectionroutelengthis(],thedetectionroutedecreasesits

length by 1 for every hop until the length is decreased to 0,and then the detection routeends.

(2) Data routing protocol. The data routing refers to the
processofnodaldataroutingtothesink. Theroutingprotocolis similar to common routing protocols in WSNSs [3,
7, 8]; the difference is that the route will select a node with high trustfor the next hop to avoid black holes
and thus improve the success ratio of reaching thesink.

ThedataroutingisshownviatheblackarrowinFig.1.The routing protocol can adopt an existing routing
protocol [7, 12], and we take the shortest route protocol as an example. Node a in the route will choose the
neighbor that is nearer the sink and has high trust as the next hop. If there is not a node among all
neighbors nearer the sink that has trust above the default threshold, it will report to the upper node that
there is no path from a to the sink. The upper node, working in the same manner, will re-select a different
node from among its neighbors nearer the sink until the data are routed to the sinkor there is conclusively
no path to thesink.

B. Active Detection RoutingProtocol
Table 2: Pseudo-code of Algorithm 1 for the active detection routing protocol

Algorithm 1: Active Detection Routing Protocol
1: Initialization

2: For each neighbor node A, Do

3: | LetAn.accesTime=Current_time

4: End for

5: For each node that generates a detection packet, such as node A, Do
head type sour |[] O id

ce
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Fig. 2: The structure of packets of detection routes

The source node selects an undetected node to launch the
detectionroute.Oncethedetectionpacketisreceivedbynodes,
themaximumroutelength(Jisdecreasedbyl.Afterthat,if
[1is0,generateafeedbackpacketandlaunchafeedbackroute to the source, and then restore [(Ito the initial
value. If [Jis not O, then continue to select the next hop in the same way; otherwise, end the route. The
structure of a feedback packet is shown in Fig. 3, and it is also composed of 6 parts: (a) packet head; (b)
packet type; (c) ID of the source node; (d)destination node; (e) ID of the detection packet; and (f) ID of
thepacket.

head type [sourcDestinat S-id |id
e ion

Fig. 3: The structure of feedback packets of a detection route

The feedback packet is routed back to the data source; because nodes cache the detection route info, the

feedback packet is able to return back to the source, and the following is the algorithm for the detection

route protocol.

C. Calculation of NodalTrust

During data routing and detection routing, every node will
performanodaltrustcalculationtoaidinblackholeavoidance. When node A performs a detection route for
node B at time tj , if the detection data are successfully routed, consider the trust of node A to B to be [15(t

) ; otherwise, consider the trust tobe
[8(t) . Considering that A has w interactions with B during t, Ai

the detection value order by time is as follows:

6: Construct packet P, and do value assignment for Landld a1 a2 a2 Awo o Aw

0B | D8, DBt | DB(t), ... DBt) | DB(t) D o |

7 Select B as the next hop which B meets access time is the minimumand nearer thesink

//B is the node that is the longest time undetected and nearer the sink 15(t ) | 08(t ) refers to the trust value
of A to B at t (if data are dropped, then [18(t ) <0; otherwise, [5(t) >0). A

8: Send packet P to nodeBDefinition 1 (Nodal direction trust): Consider the trust set of

9: End for

10:For each node that receives a detection packet, such as node B, Donode A to node B during t to be:
OPPE) 105, 05t ) | D), - 05| 0Pt

1lletP. O=P. 0-1,P.00=P.00-1 1 A 1 A 2 A2A w Aw

12¢1f [)=0 thenThen, during period t, the total direction trust of A to B is:

B W'B B

13tConstruct feedback packet g, and do value assignment for each part;CAD 00 0 DA DA) 0 O (0) 0
(6)

14 : Send feedback packet g to the source i[]1

Ow » W0

15: EndifOw 00
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16:

17:

18:1f p. JO then

detedtion routing continue

End ifln Eq. (6), (i) [J[0,1] is an attenuation function toweight h

direction trusts at different times; according to common sense, the latest behavior should be given more
weight [24],and
19:End for

20:For each node that receives feedback packet g, such as node C, Dootherwise less weight. The
attenuation function is as shown in Eq. (7), and [Jis a decimal less than 1.
21:

22:
23:1f g.destination is not itself then
send |q to the source node

epen [
Iénd if(i) O A 4h .
1,

(i 01 00 Ow

(7)

(), 1 Ui Ow

4:End for

This section details the implementation of the active detection routing protocol. The content of the
detectionrouting packetcanbedividedinto6parts,asshowninFig.2:(a)packet head; (b) packet type; (c) ID of
the source node; (d) maximum detection route length; (e) acknowledge returnedto the source

for every Uhops; and (f) ID of the packet.IntheActiveTrustscheme,thetrustcalculationshouldmeet the
following condition. If the node is found to be malicious in the latest detection, then its trust should be
below thethreshold

1, and the node will not be chosen for later routing. If the malicious node returns to the normal node, it
needs several detections to take it into routing consideration; thus, the parameter [ishould meet the
following equation:

eorem 1: Consider that there are at most w interactionsC' 1 [1C° 1010 0 0U13)

involved in the trust computation and that the threshold is [1; then, the parameter [Ishould meet the
following equation:

A,B A A

The comprehensive trust of a node can be computed as follows. After the node launches a detection route,
it calculates

nil00%¥oolooopoo Bq 00 DB)(S)the direction trust according to Eq. (6) for each received feedback
packet. Through interactions, the node obtains the

Proof: If the node is shown to be malicious in the latest

detection, then we can obtain [1%(t) <0; if it was shown to be trustable in the previous w1 detections, then
the trust of node A to node B must meet the following formula:

0B+polooinfo L +0v'nBoo

Dpoloo“oplooooiooofoooo®

If there is more than oné malicious result in the previous
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w(]1 detections, the trust should be less than [1, thusproved.
[ Inference 1: If the node is shown to be malicious, then whenit
returns to normal, there must be at least [Itrustabledetections,
and it can be re-considered a trustable node; [1meets the following:
1000...00"?'ooooo " o...oo0"  ooo®e)

Proof: Consider that a node is shdwn to be trustable in the recommendation trust fromits neighbors
according to Eqg. (10), anditthencalculatesthemergedtrustaccordingtoEq.(12)for the multiple-
recommendation trust. Finally, it calculates the comprehensive trust according to Eq.(13).

D. Data RoutingProtocol

The core idea of data routing is that when any node receives a data packet, it selects one node from the set

of candidates nearer the sink whose trust is greater than the preset threshold as the next hop. If the node
cannot find any such appropriate next hop node, it will send a feedback failure tothe upper node, and the
upper node will re-calculate theunselected node set and select the node with the largest trust as the next
hop;similarly,ifitcannotfindanysuchappropriatenexthop,it sends a feedback failure to its upper node. The
protocol is as follows:

Table 3: Pseudo-code of Algorithm 2 for data routing protocol

current [detections, that is, [1°>0, and malicious in the later _

detection, namely,, [1<0. Additionally, in the previous w1 detections, the behaviors were all trustable. In
this situation, [Jistheminimum,andthetrustofAtoBatthistimeisasfollows:
|]B D\DBA, DDEAIDBADDD\B Djj};DB DW]IDB

The trust calculation is

oeogofo..op'pfoo,ofoo” 'ofo..oo™ 'o0foo
Considering that [8(t) = 0%, the above can betransformed
Algorithm 2: Data Routing Protocol

1: For each node that generates or receives a data packet, such as node A, Do 2: select B as the next hop
such that B has never been selected in this data routing process, has the largest trust and is nearer the sink

4: If A finds such node, for instance, nodeB 5: Send data packet P to nodeB

6: If node B is the sinkthen |

7 this data routing procession iscompleted

intoA i A B -

1000..00"'oo“ooo” " o. ooY 'Too® End if9 : Else

10: Send failure feedback to the upper node, such as ﬁlodeC

" 11: Endif

Definition 2 (Nodal recommendation trust): Node A IS the

trustevaluator,nodeCisthetargetofevaluation,andnodeBis a recommender of A. Consider CPto be the
direction trust of AL2:End for

13:For each node that receives failure feedback, such as node B, Do 14: Repeat step 2 to step 11
to B and CE be the direction trust of B to C; then, the15:End for

recommendation trust of Ato C is

RCOGPOCE

(10)

E. The Number of Active DetectionRoutes
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For the trust of multiple recommendations, the calculation of
therecommendationtrustfromAtoB,BtoC,etc.,untilDtoE

isFirst, we analyze the energy consumption at different distances from the sink. As in theorem 1 of Ref.
[16], consider the network radius to be R, the nodal transmission radius to be

REOCPOCCLCRUG

11)r, and the event generation rate to be [J; the shortest route path protocol is deployed such that the nodal
distance to the

Definition 3 (Recommendation trust merging):Consider

thattherecommendersetofnodeAisRA,nj ERA andthat

{Q&&Jm*en% Ei%rudiae umbst oF 5olgta pr%gk%s undertaken bg thisznade is thyp as |fpljows (14)
IAC LT ~ ' merged trust of Ato K is

Rn|,k| zisan mteger that makes | C1zrjust smaller than R

ukc DDuRni’k:pD O0A (12)From Eq. (14), the energy consumption depends on the

A
ni [JAn ni AniDRnl,kDan,k:._'janDl,kDan,kD

undertaken data amount. Thus, this paper considers the nodal

efinition 4 (Comprehensive trust): Comprehensive trust is the total trust, which merges the
recommendation trust and direction trust:data amount to represent the nodal load. Because the network
lifetime depends on the node that has the highest energy consumption, we consider the maximum nodal
data load to be

maxand the energy consumption to bedmax €uand thusenergy to process detection routes without affecting
the

observe that there is remaining energy for nodes whose data load is smallerthand ; then, we can fully use
theremaining network lifetime.

Theorem 3: If the detection route length is [Thops and one

max

energy to construct detection routes. For the node whose distance to the sink is | , the remaining energy of
the node isdetection feedback packet is returned to the detection source

every [1( 0 J0J) hops, then the total number of detection hops in this route is

(dmax Jdl)ey,whichcanbeusedfordetection. Ifthedistanceof i

an active detection route is measured by hops, then the =D /

k (11

kO O20i0 o000 (15)

available nodal hops of the active detection route is as follows: Theorem 2: If the nodal distance to the
sink is | , then the maximum detection hops that can be achieved by its residue energy is =
D(dmaXDdQ(lDDz)D/(lDDz/ [11) , where (11 B

theratloofdatapacketlengthtodetectlonpacketlengthand 2

is the ratio of data packet length to head packet length.
Proof: According to Eq. (14), for a node whose distance to the
sinkisl,itsdataloadisd| ) UzO1000z01AzOr 0210 0. The

maximumnodaldataloadisdmax (1 0z 100 1zO010z0r 0 2lmin] C.Proof: Because the detection data

route length is [Jhops, the number of data route hops is [1. One detection feedback is returned every [Jhops
for a route with length 1, and feedback is returned at [J, 2(7,... i(J,[J, where ;[J(J[]. The number of hops
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for each returned feedback is [J, 2(1,... i(1,[1;
ithe number of returned packet hops is thus AC1[1[]. Because
k1
the route length is [Jand because it is possible for part of the
route  to be unable to be created or for returned packets to be
unabletoreachthedetectionsourceduetomaliciousnodes,the
i

Thus, the residue energy of this node is (dmax [/d] )ep , where e p denotes the energy consumption for
sending and receiving a unitdatapacket.Consideringthattheenergyconsumptionfor

sending and receiving one bit data is ey , ep = ey  because [is

the unit packet length, (1= Oh OOp, Op  is the packet headlength,maximum number of detection hops is
NkC D 20.

k 1

|

In summary, the number of detection routes that can be

created by residue energy can be found via Inference 2.

Inference 2: For a node whose distance to the sink is | , where

and [p is the packet body length. Then, the available residuethe detection route length is [Thops and one
detection

energy is (dJd )e (10 [J)because the  energyfeedback packet is returned to the detection
source every [

maxl u hb(OJ00) hops, the number of routes created by the residue
consumption for sending and receiving one detection packet is

e (JO0) ,where [ istheheadpacketlengthoftheenergy is

u h b h

O(dod )00y 00'0oon

detection packet and [lis the body packet length.Consider [ =jmax | 24qpkE0200)
iC1(16)

b 0,0(1002 /07 )00k 010 Uoobg

[Ih to equal [h, namely, [1h = Uh, Op O010p, Op =020k .
Then,theactivedetectionroutehopsthatcanbeachievedby the nodal residue energyis
[d ye<@[.[1) De (DO 0)OProof: According to theorem 2, for a node at a distance | from the sink, the

maximum detection hops that can be achieved by its residue energy is = O(dmaxDdp(1002) 00/
(1002 Oa);

Il u h / b uh b

0w =0(d .

Od )10 0)0( 00/ O)theorem 3 shows the maximum number of detection'hops to be

u i

Page | 580 Copyright @ 2021 Authors



Dogo Rangsang Research Journal UGC Care Group I Journal
ISSN : 2347-7180 Vol-08 Issue-14 No. 03: March 2021

540
520
500
480
460
440
420
400
380
360
340
320max 12 2 1
L R '
44(
429 #,
400 7

380/
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2201k 201, Thus, the number of detection routes can be

k11

obtained by dividing thesetwovalues. [

Inference 3: The ActiveTrust scheme has the same network

lifetime as do schemes without any security strategy.

Proof: The ActiveTrust scheme uses residue energy to construct detection routes; this construction energy
consumption will not make the nodal energy consumption

larger than d , and thus, its lifetime is still I=E d . /
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Initmax
|
distancefromsink(m)distance from sink

ig; 4 The maximum detection hops Fig. 5 The maximum detection hops
afrorded by the residue energy of nodes afforded by the residue energy of
A6terent k;. k) nodes (different I' ) ~
24
22 g J
20 :
Figs. 4 and 5 provide the maximum ops

affordedbytheresidueenergyofnodeswithdifferentdistances from the sink. As seen, there is much residue
energy in non-hotspots because the detection packet length is small; in a network with radius R =500 m, the
detection hops cannumber

18

16
14
12
10
8

100 200 _ |
300 400 500 tFr:gt gal-%eergg?gé of probing routes Fig. 7 Indirection trust among nodes

in the hundreds, which shows that the network has sufficientdistance from sink (m)

ig. 6 shows, in a network with radius R =500 m, the number of probing routes that can be created by
residue energy in non-hotspots under detection route lengths of 5, 6, 7, and 8. As seen, the residue energy

can support at least 7 detectionD:D(zmg)d D2Dm d;thisalsoapﬁliestonode’B.The
O3 2] nd \ J

probabilities of these two sets are completely different, that is,
routes. Performance Analysis of the ActiveTrust Scheme

F. Analysis of the Successful RoutingProbabilityJp [1 0
D CV.CV

(DOV(OOVLFOO 2v

Dp 0 L0 DVD

up

if 00 2v

Theorem 3: Considering that the nodal degree is d , after one round of a detection route whose length
(number of hops) is x , thenumberofnodesthathavedirectiontrustismg,thenumber of nodes that have a

minimum indirection trust is mjn , and the number of nodes that cannot obtain trust is mpg ; theyare
mO 0101000 0,mO0A0P)d,modomPmod@n”  ¢'.c’  ON002v)!

Therefore, the probability that A cannot obtain the indirection trust of B is P, A has d neighbors, among
which there are mgd nodes that can obtain direction trust and
min=(1P)dnodesthatcanobtainindirectiontrust,andthe

number of nodes that cannot obtain trust is
d in no d
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wheremnpo [ (d COmg )P |m [Id .

0
Ip oo

oo andydo2 A

2(]

|

Theorem 4: If only direction trust is considered, and the
numberofsuchnodesism ,thenthesuccessratefordata

- EE)EEY] E'S D[L d

Up Dif00 2vo0 (10 )d [J 2 ;mgdpackets sent to the sink by nodes that are k hops away is
BUGIREY) 201 [ oK 3y ifmid

h ( )lis 0

Proof: Considering that the malicious node ratio is [, theDd d(19)

detectionroutelength(numberofhops)isx,thoughduringthe

routing, it may end early due to a black hole. Then, for route length x , the actual average route length is
calculated as follows:

The probability of encountering a black hole at the first time is [1, and the probability of not encountering
one until the

second time is (10100)[J; thus, the probability of not encountering one until the i th time is aoo) o,
Thus, the actual average route length is

myO02100)00.. DidoD)! 'oo... ox(1oo) "oa8)odd

Proof: First, calculate the success rate of any of node A’s one-hop transmissions. A failed transmission
means that node A finds that all of the detected nodes whose hops smaller than
itselfareblackholes;thedetectednodescannotbeselected,and A must select from the undetected nodes. If the
selected undetected node is a black hole, the transmissionfails.

Thus,thefailureprobabilityisasfollows. Thereare3states for node A, that is, nodes whose hops are larger than,
the same as and smaller than A’s. For the nodal degree d , the number of
nodeswhosehopsaresmallerthanA’sisd3,andthereare |
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After complex processing, the above equation can be simplified into: m 010 (100) 0 0.

If each node processes one r(Jund of detection with length x , then from the average, it is equivalent to for
each node to process mq detection routes to its neighbors; thus, thenumber

of nodes with direction trust is mq .

Forindirectiontrust,asshowninFig.7,nodeAandnodeB have a minimum number of common neighbors; then,
the indirectiontrustprobabilityistheminimumitcanbecalculated as follows:

The number of common nodes of A and B is the number of nodes within the same transmission radius. The
area of this

region is 2((Jr?30 r) 2= 2 Bﬁm3 r’._mg 3 detections| for these smaller nodes, with a total of mqg

detections.
If mg [d , then all of the neighbors of node A can be detected; then, only if all of the next hop nodes are
blacknodes canthedatatransmissionfail;theprobabilityofthissituationis
- d3 |
=10 . 1

If mqgld : the black node probability for each detection

\
isDmd3,andtheblacknodeprobabiIitywhenchoosingthenext hop is nmd 301 ; that is, the failure probability
is 0= oMd 301, 1

Therefore, for a node at k hops from the sink, if data are

sent k hops and the last hop is not a black node, then the success transmission probability for each hop after
that is

okoao 093kt ifmiod ’ ’

22 3 ZDDkD(IDDm351)kD1ifm d

The number of nodes in this region is
(gmrzugrz{m 0 Dzmrzmgr@dj irz):.

Td d d

|

3 2 | U3 2 O

Except for A and B, the number of common neighbors

iSD:(ZD£ )d [0 2.Inference 4: Considering that the number of nodes with direction trust is mq and that

the number of nodes with
indirection trust is mjn , the success ratio for nodes at k hops

from the sink is

3 20
mih 0KO@ 0 093 %f |m om|od

Node Aprocessed ddetections, and then the numbedei d in(20)
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of detections for the common neighbors isC1di d in

Proof: Because the indirection trust is within a range of two hops, the black node can be identified with
indirection trust, and thus the number of recognizable nodes is the union of

1.0
0.9
0.8
0.7
6.5
6.0
55
5.0
direction and indirection nodes, that is, [m [Im| ; therefore,0.6
4.5

d in

Inference 4 can be inferred from Theorem 4.0.5

0.4

max h

. 0.3

0.2

4.0

35

3.0

Theorem 5: If only direction trust nodes are considered, and the number of such nodes is mg , then, for a

network whose R [1hr , the success ratio is
oh d 31«+m 12
0.1

0.0
0.02 0.04 0.06 0.08 0.100.120.14 0.16

U Fig. 9 Required network scale that makes

0.18 - - the number of detected nodes larger than
Fig. 8 Total data route success ratio the nodal degree without affecting the

25 network lifetime
2.0
5

10 15 20 25 30

d

DDD(Zle)(lDD )

= Dk 02

«1h ify 0d(21)

O m(2k Dl)(lmmy?’m)*{ i

Uk 0J2ify [JdAccording to theorems 3-5, if the number ofdirection

detection nodes IS larger than the nodal degree, which means
thatallneighborsaredetectedandallneighbortrustisobtained,

Proof: Theorem 4 gives the success probability [1“fornodes
at k hops from the sink because the number of such nodes at
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k hops is 0010 (kr)20 O ((k O1)r)20= 002k O 1)re,

Then, the number of nodes whose data successfully reaches

the sink is S = D02k C1)r’Conly a scenario in which all neighbors are black nodes can cause the
transmission to fail. In fact, if this happens, no scheme can solve this problem because all paths to the sink
are blockedbyblacknodes.Therefore,thesituationinwhichthe
numberofdetectednodesequalsthenodaldegreeisoptimal.Inthefollowing,weanalyzewhetherthisidealsituationc
anbe

K d

Because there is no black node within a one-hop range, the
total number of packets that successfully arrive at the sink is
h
> I =>"(mp(2k -1)r y)=
total d

k (12

DDr?DDﬂ(ZkDI)(IDEm) 0 ify Ddachieved in WSNs.

Theorem 6: For nodal degree d and feedback that is returned hop-by-hop in the detection route, if the
network scale meets the following equation, the number of detected nodes can be larger than the nodal
degree without affecting the network lifetime, thereby achieving maximum security.

O k(12
O h
hO) (23)

JorfopoEkonaoomd SEhETEifm o
d

U k(12

and the number of packets sent in the entire network is

[10(hr)? . Thus, theorem 5 can be proved.

] Fig. 8 shows the total
data route success ratio with our scheme (only one detection route with a length [1=5). As seen,

our scheme has a much higher total success ratio than does the shortest routing scheme.

Inference 5:  Considering that the number of nodes with
directiontrustismgandthatthenumberofnodeswithProof: (1) Theenergyconsumptionisthehighestinthe1®'ring,

and the second highest is the 2™ ring. Thus, if the energy can afford the 2" ring to detect nodes [Id , then
other rings can ensure that the detected nodes [Id . The data load in the 1% ring is [Jh?r?(1, and there are
Or?Onodes in the 1% ring; then, the data load for each node is Oh*r’000r?C]= h% Considering
thattheenergyconsumptionforsendingaunitdatapacketisey,

the energy consumption in the 1% ring is h% . .

There are [12%r°( 0 (07*0= 3007%nodes in the 2" ring,

indirection trust is
Minfor a network whose R [1hr , the successful data transmission ratio in our schemeis
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u

h :
Son(eko s Dd35“u$2 ifim—m

|Jdandthedataloadis(C/h*r* 0 0 00r?(]),s0  thedataloadforeach node is [JOh*r?000r0030r20=
0h?010e 3; thus,the

(%i(qz hd in

22)remaining energy in the 2“‘{’ ring compared with that in the 1%
ring is h’ - h?010e 3 = 12h111e 3. e is the energy | |

DDﬂ(Zle)(lDD'mommim?’Dl)kD1:hzif Im Om|Odu  u u p

Ok 02d inconsumptionfor  a detection packet, so

Proof: Similar to inference 4, inference 5 can be inferred from theorem 3.y (1002 ) (1002 /01 ) ep
can be used for detection packets, and the  number | of detection packetsis

D:2hTD 1030010 0)A00/0)C
2 2 1

If the detection route length is X, then the number of
nodes that can be detected ismg 010 (100) OO Ifm 0Od, |

X
d

then there should be at least nmin [Jd mgdetection routes. |

00101 00)0 D,rPD(lDP)d,mD(dDm)P|deDr2D o0@EkODADD)* "o ooEkonaoo)k o
d in no d
For a detection route with length mqg , the number of detection packhets needed is
k(12 ] k(12
O 0(hr)? h?
14+2+3...4+ mg + mg = (1m 20 3m I]ZTherefore, the packet success ratio of our scheme to the
shortest route scheme is
The total number of needed detectionpacketsis h

Nminom 203m [

2=0(10 (100)Y'060)d 02000000 ook D10 D) 0
k (02 d d | ¢

because

EDDZhZ:‘liSji(lﬁDQ)(lDDleil)::::D:(quli 0)*060)don200 0,

Ch>h [

|

AsseeninFig.9,ifthenetworkscaleisonly7hopswith

anodaldegreeof30,theresidueenergyinnon-hotspotsregion can process a sufficient number of detection
routes in one roundofdatacollectiontodetectallneighbors’trustwithoutm
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Figs. 10 and 11 show the improved ratio of our schemeto
theshortestroutescheme.Asseen,asthedistancefromthesink increases, more hops are required for data to be
transmitted to thesink,sothesuccessratiointheshortestrouteschemeislow; however, our scheme is based on
the detected nodal trust, and the success probability is higher because of the selection of high trust nodes. If
the black node ratio is higher, it is more improvedbyourscheme(uptolOtimesmore),thusconfirming the
effectiveness of our scheme (see Figs. 10 and11).

16

affecting the network lifetime. This state achieves thebest80 14
security. 60 12
Theorem 7: For nodes that are k hops away from thesink,the : 10

success ratio of our scheme when the shortest routeisadgpted 40 8
6 E
20 —y
“(ao DQ (lﬂ )"
24)
2
Proof: For a black node ratio in the network of [Jand for nodes that are k hops away from the sink because
nodes are randomlyselected,theprobabilityofablacknodeisthesame0

5 10 15 20 25 30

Distance from sink (hops) Fig. 10 Improved ratio of our schemeto  Fig. 11 Total improved ratio of our
0 the shortest route scheme scheme to the shortest route scheme
0.02 0.04 0.06 0.08 0.100.120.14 0.16 0.18

U

as the black node ratio in the network, that is, [, for each hop

selection. The last hop is not a black node; thus, with the shortest route scheme, the probability of all non-
black nodes being selected after k hops is (IDD)" ' and the ratio of our scheme to the shortest route
scheme [

%(1 0 )L D) Analysis of the EnergyEfficiency

This s[écu%n analyzes the energy efficiency performance of our scheme and compares it to other schemes.
Theorem 9: If each node, except for nodes in the 1% ring, processes na detection routes with length x , then

the energy efficiency is

- h+ 1 m?203m
-n

d del D100 O

0 14 2 2

Theorem 8: In a network whose R [Jhr , the success ratio of 2 ’

our scheme to the shortest route ist/=0 1]

kD2 e (kOO0

1 0 Th eyh 0(26) ¢ 7
h l ID(IDD)X 0

1000301 d3
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OO00h?

N0k 0D 00 1(25)] ngl) min e doimgl 01 O nd o

k 12

Proof: The above theorems have proved that in the shortest route scheme, the success probability of data at
k hops to the sink is (1[] () In the network, the number of nodes that arek hops from the sinkis
DoOkn)* 00Kk ODHR*O000RK DD O

Proof: According to theorem 1, the number of nodes whose direction trust can be obtained in one detection
route with

length xism 0010 (100)Y'00010 (100)Y00; after n ) | | .
detection routes, the number of nodes whose direction trust can be obtained is n = minn TID(I oo)'oo,
drj. Theorem 4 a a

Thus, in the shortest route scheme, the number of successfulndata packets at k hops to the sink is
provedthatforadetectionroutewithlengthmg ,thenumber

of detection packets is [1m 2(13m (12 ; thus, for n detection |

SOOOEKkODAAD0)d d a

K routes, the number of detection
packetsneéded §

There is no black node in the 1% ring; thus, in the entire network, the number of packets to the sink isn [jm
2[] 3m (12 . Theorem 2 proved that the number of nodes , .

n
h whose direction trust is available isgand that the

probability

Stotal (110 00(2k 01)r4(100) 2! rof data failure for the next hop is (11001 381 1d 3 Therefore,
2 |

There are (1(1(hr)? nodes in the network, so the packet success ratio in the enitire' fietwork isfor nodes that

are k hops from the sink, the number of average data route hops is (7110 (10 0)*0 0.

us, the energy consumption of a node that is k hops from the sink is

o
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1 1p
400

325
Because there are [10J(2k [1)r? nodes that are k hops from the sink, the total energy consumption is

350
300

275
hiom203moaon) O 300250

D00Ndd de D01 g PO 000K OO0
250

225
200
kO2mol [ (12 4 6 8 102 4 6 8 Fgg015. The :"@mber of detected

an the highest energy consumption is h2e . Then, the ik rote s e nctwari odesin one data colection round
g gy p ut . ! under different numbers of detection

operates
P routes
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time(rounds)time(rounds)
energy efficiency of our scheme is
h —

0= D:‘ndD 3mde DlD(lDDDe

m (k1)1 Ch% HEC

Oood p ¢ pL)

kD200 2 1 ou u Fig. 14 shows the number of black nodes detected
ineach

o datacollectionwithtwicedetecting.Asseen,comparedwith

. once detecting, the black node detection speed doubles, andall

black nodes can be detected in, at most, 7 rounds. The

V. EXPERIMENTALRESULTS

The experimental platform adopted in this paper is OMNET++ [37]. Unless otherwise noted, the
experiments use the following settings. The network radius R =500 m, there are a total of 1000 nodes in the
network, among which there are 300 black nodes, nodes are randomly and uniformly deployed, and the
sink is at the network’s center.

A. Experimental Results of Node Trustexperiment in Fig. 15 further illustrates this problem, which shows
that the more detection routes there are in one data collection round, the less time is needed to detect all of
the black nodes. This indicates that the black nodes can be more quickly detected as the detection grows,
which improves network security. According to inference 2, the residue energy innon-
hotspotscanafford7times(orevenmorethan10times) detecting; if all of the residue energy is used to construct
detectionroutes,thesystemcandetectalmostalloftheblack

d fack nodeldice
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nodesinatmosttwodatacollectionrounds,whichfullyverifies the fast recognition ability of ourscheme.

440
400
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320
280
240
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160
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time (rounds)640

600

560

520

480

440

400

360

2 4 6 8 10
time (rounds)0
-1
-2
-3
I-:f]'g 12. The number of detected black Fig. 13. The number of detected good
@bdes as the nefyvorkberalds 20 25 3@des as the network operates
time(rounds) 3.5
30
2.5
2.0
15
1.0
05
0.0
0 5 10 15 20 25 30
time(rounds)
TheexperimentalsceneinFig.12issuchthatineachdata collection round, each node initiates one detection
route with a lengthof5.Asseen,asthenetworkruns,i.e.,asmoredetection routes are performed, the number of
black nodes detected grows quickly; when the number of deployed black nodes is 300, 400 and 500, the
time needed to detect them all is, respectively,5,9and12rounds,whichshowsthatthe
Fig. 16. Average trustFig. 17. Average trust of

Black node average trust value

erage trust value

Normal node av

ofblack good nodes
nodes as theas the network operates
networkoperates

The experimental scene in Figs. 16 and 17 deploys 1000 nodes in a network with 400 black nodes. In each
data collectionround,eachnodecreatesdetectiononce.Asseen,the average trust of black nodes declines as the
network operates, whereas that of good nodesincreases.
480
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ActiveTrust scheme can quickly detect malicious nodes within only several detections. Fig. 13 shows the
number of detected goodnodesasthenetworkrunsinthesameexperimentalscene as in Fig. 12; as seen, after
only 4 rounds, our ActiveTrust scheme has detected all of the good nodes because in the data routing, it
needs only one good downstream node to route the next hop; this indicates that, according to our scheme,
theroute can be reliable and have a high successprobability.

460 ' -
440
420
400
380
360 :
340 1=
320

300

I

280 1100 1200 1300 1400 1500 1200 1300 140
Different node density Different node density

1200 Fig. 18. The number of detected Rig.119. The number of detected gt

black nodes under different nodal L P
1100 densities Rpdés under different ”?WTEL'%E

1000 : Sy
900 , .

800
700
600
500
400

Figs. 18 and 19 show the number of detected black nodes or good nodes after two rounds of data collection
when each node detects once in each round for a network of 1000, 1100,

1200,1300,1400,and1500n0deswith300,400,and500black nodes. As seen from Fig. 18, for a situation with
300 black nodes and a 90% detected black node ratio, the increase in the number of detected black nodes is
smaller as the nodal density increases,butifthereare500blacknodes,thisincreaseismore
obvious,whichshowsthatourschemehasgoodperformancein networks with greater nodal density. In Fig. 19,
the number of detected good nodes grows as the nodal density increases, which shows that in networks
with greater nodal density, the success route probability increases, which matches the actual situation.

o
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B. Experimental Results of EnergyConsumption
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distance from sink (m) Fig. 24. Energy consumption

comparison  under  different
schemes

Fig. 25. Energy consumption for unit
success under different schemes

Fig. 20 shows a 3-d map of energy consumption for each node detecting three times in one data collection
round in a network with R =400 m and 400 black nodes from a total of
1000nodes.AsseenfromFig.21,becausethedetectionenergy
consumptionisbasicallybalancingshared,exceptthedetection energy consumption near the sink is very low
(to decrease the energy consumption in hotspots), the energy consumption is balanced in other regions; as
the detection routes increase, the detection energy consumptionincreases.
Becausethedatasuccessrouteprobabilityislowandmost routes are blocked by black nodes in the shortest
route scheme, the sink only receives a few data packets. Therefore, in this situation, the energy
consumption is more balanced (see Fig. 22). In the ActiveTrust scheme, because the data success route rate
IS higher, the energy consumption near the sink IS higher;
althoughthereisdetectionenergyconsumptioninnon-hotspots, the detection energy consumption is low
compared with data collection energy consumption, so the energy consumption near the sink is higher than
that in other regions. A 3-d map of the energy consumption is shown in Fig. 23, which also
indicatesthatthereissufficientenergyremainingfordetection.
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.
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ction energycons

Y x‘ "-
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20000
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Fig. 20 Energy consumption for Fig. 21 Detection energy each node detecting three times in
consumption at different distances one datacollection round from thesink

Fig. 24 shows the energy consumption at different
distancesfromthesinkafteronedatacollectionround.Asseen, with the shortest routing, the energy
consumption is less, as explained previously. With multi-path routing, i.e., one data packet is sent to the
sink via different paths to improve the success rate, more packets reach the sink, and the energy
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consumption is proportional to the number of paths, i.e., the more paths there are, the higher the energy
consumption is and the higher the success rate is for data arriving at the sink. Although the success rate
increases as the number of paths grows, there are some problems. (1) The success rate is not high; for
instance, if the success rate for each path is 20%, then
eveniflOpathsarecreated,thesuccessratedoesnotreach90%.

(2) Even if a certain success rate is achieved, the network lifetime is affected. Therefore, in our scheme, by
constructing  light  active  detection  routes, malicious nodes can  be  detected
withoutaffectingthenetworklifetime,whichalsoimprovesthe success rate with goodperformance.

Fig. 25 shows the ratio of nodal energy consumption to the number of packets that are successfully routed
to the sink. This ratio reflects that with the same energy consumption, the number of successful packet in
different schemes does, in fact, indicate the network energy efficiency. As seen, our scheme can improve
the energy efficiency by more than 2 times compared with that of previous researches which is consistent
with theorem 9.

C.  Comparison of the Probability of SuccessRouting

The experimental scene in Fig. 26 is a network with R =400 m and 400 black nodes from a total of
1000 nodes, whereeachnodeonlydetectsonce.AsseenfromFig.26,asthe network runs under our scheme, the
probability of successful routing is almost 100% after 7 data collection rounds. For the shortest routing, this
probability is not even 15%. With multi-path routing, it is only approximately 60% with 4 paths
simultaneously. Moreover, in this black node avoidance scheme, no matter how long the network runs, the
probability of successful routing will never increase. The trust-based routing is similar to the TARF scheme
[30], in which the next hop is selected based on the trust of the node. Thus, the probability of successful
routing will increase with time. However, the scheme does not detect nodes’ trust actively, so its
probability of successful routing is lower than that of the proposed scheme. Fig. 27 shows the probability
of successful routing under different numbers of black nodes. As seen, our scheme is significantly better
than multi-path routing. Fig. 28 showstheimprovementofourschemecomparedwithother

Fig. 23 Detection energy
consumption at differentdistances
from the sink

Fig. 22. Energy consumption with
the shortest routing scheme

chemes; as seen, our scheme is better than other schemes. When the network runs a short time, the
successful routing probability is improved from 1.5 times to 6 times. Fig. 29 shows the improvement of our
scheme compared with other schemes under different numbers of black nodes. As seen, it is improved by
more than 3 times compared with the shortest routing and is higher than multi-path routing schemes and
trust-based routing.

’ ’ —&— shortest routing i

\ —&— multi-path routing withpath=2|
1 —__ |—#—multi-path routing with path=;
]—#—multi-path routing with path=4

—4—ActiveTrustscheme
—— trust basedroutin
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density grows, the nodal degree-grows,aned-thenthere aremore detected trustable nodes after detection, that
is, there are more nodesforthenexthop,andtheprobabilityofsuccessfulrouting thus increases. Fig. 33 shows
the probability of successful routing as the nodal transmission radius r grows; as seen, the
probabilityofsuccessfulroutingisalsoincreased. Thereasonis that, as r grows, the nodal density grows, which
is the same as found in the experiment of Fig.32.
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The number of black node
Fig. 26. The probabilityFig. 27. The probability of

of successful
successful routing as therouting under different
network operates numbers of black nodes

Fig. 30 shows the probability of successful routing as the network runs under the ActiveTrust scheme; as
seen, even in
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Different node denSItyO'l Fig. 32. The probability of Fig. 33. The probability of successful

80 90 100 110 120 successful routing under different  routing under  different  nodal
nodal densities transmission radiuses I

r(m)

the situation where there is only one detection in one data collection round, the probability can be almost
100% after several data collection rounds. Fig. 31 shows the probability of successful routing in one data
collection round with one, two and three detections. As seen, if the detection routing path is 3, after only 3
rounds, the probability can be almost 100%, which verifies the high probability of successful routing in our
scheme.

Figs. 34 and 35 give the probability of successful routingof

the ActiveTrust scheme for different BLAs. In the experiment, the black hole attack refers to the malicious
attack in which all data that EW areldropped. However, the Denial-of-Service Attack refers
to the attack in which data, are droppedintermittegtly[35,36],thusmakingitdifficulttoresist this attack. The
select forward attack is one Jof-tH&.HIBE-RtEIkigent attacks and can drop data selectively [6]. It can be
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We proposed a novel security and trust routing scheme based on active detection in this paper, and it has
the following excellent properties: (1) High probability of successful routing, security, and scalability. The
ActiveTrust scheme can quickly detect nodal trust and then avoid suspicious nodes to achieve a near-
perfect routing probability. (2) Extremely high energy efficiency. The ActiveTrust scheme makes full use
of residL_Je energy to buiI(;igryggl{igqutggﬁg%}osunccggs%es. Theoretical and experimental results show that our
sehemehmpmmesothe successid@t@der different numbers of

successful routing detection routing paths in one data
collection round.

Fig. 32 shows the probability of successful routing under different nodal densities. As seen, when the nodal
density grows, the nodal degree grows, and the probability of successful routing increases. The reason is
that as the nodalrouting probability by more than 3 times, up to 10 times in some cases. Further, our
scheme improves both the energy efficiency and the network security performance. It has important
significance for wireless sensor network security.
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