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Abstract: Intrusion Detection is one of major threats for organization. The approach ofintrusion 

detection using text processing has been one of research interests which is 

gainingsignificantimportancefromresearchers.Intextminingbasedapproachforintrusiondetection, 

system calls serve as source for mining and predicting possibility of intrusion orattack. When an 

application runs, there might be several system calls which are initiated 

inthebackground.Thesesystemcallsformthestrongbasisandthedecidingfactorforintrusiondetection.

Inthispaper,wemainlydiscusstheapproachforintrusiondetectionbydesigningadistance measure 

which is designed by taking into consideration the conventional Gaussianfunction and modified 

to suit the need for similarity function. A Framework for 

intrusiondetectionisalsodiscussedaspartofthisresearch. 
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1. Introduction 

Intrusionmaybedefinedasanactivitythatessen

tiallyattemptstocompromiseintegrity,authent

icity,confidentiality,availability of system 

resources. For anorganization to be safe, 

efficient and mostreliable it must maintain 

several layers ofsecurity. These include 

network 

securityandinformationsecurity.Thischallen

geisbecoming much more complex 

currentlyassystemsandservicesarebecoming

complexfacilitatingseveralnewpossibilitiesf

orattackers. 

One may achieve information 

securitybymaintainingconfidentiality,integri

tyandavailability.Alsoasthedataisenormousl

yincreasingandturningintobigdata,variousde

signchallenges,dataanalysis challenges, 

requirement for newalgorithms, 

methodologies and measuresare coining out. 

This further makes 

thesituationmorecomplextohandle. 

Anotherproblemwhichcoinsisthecurseofdim

ensionality.Intrusiondetection is not free 

from the problem 

ofdimensionalityandmustbehandledwithoutf

ailforaccurateresults.Theprocess called 

knowledge discovery fromdatabases may be 

used in hand with 

themethodsandmethodologiesofintrusion 

detection.DataMiningandIntrusionDetectiongo

handinhandnowdays. 

Intrusion detection systems combine 

dataminingmethods,methodologiesandalgorith

ms along with the attack detectionin to the 

system so that , the system 

candetecttheintrusiondynamically.Similarly, 

the Intrusion detection 

systems(IDS)whichmainlyuseanomalydetectio

nmechanisms try to discover the 

abnormalbehaviours. 

Inspiteofseveraldetectionmechanismsavailable

,thereisadearthofpropermechanismwhichcanfi

xthebehaviourastheintrusion.Thoughthefindin

gsandmethodsworkforstandarddatasetsbutthey

ultimatelyfailovertherealtimedatasetsgenerated

dynamically. 

Figure1shows,theframeworkofNIDESintrusion

detectionsystem.Wecanalso combine both the 

signature based 

andanomalybasedintrusiontechniquestoforma 

hydrid technique to come up 

withthedecisiononnormalandintrusivetraffics.

Thefigure2showstheknowledgediscovery 

framework depicting each 

stageoftheknowledgediscoveryprocesswhichm

aybeusedalongwithintrusiondetectionmechanis

mstoimprovetheefficiencyand 
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optimizethe         output         results. 

 
Fig1:FrameworkofNIDESIntrusionDetection 

 
 

 

Fig2:FrameworkofKDDprocess 

 

Securinginternalandexternalresourcesforanyorgani

zationinanunauthorizedway,isbecomingamajoralar

mingproblemnow-a-days.Anysensitiveinformation 

usually attracts attention 

fromintrudersleadingresourcestobecomevulnerable

.Thedesignofintrusiondetectionsystemsmainlyfunc

tionsbasedon two concepts. The former is the 

misusebasedintrusiondetectionsystemandthelateris

theanomalybasedintrusiondetectionsystem[26].For

themisuse 

basedintrusiondetectionsystem,itismandatoryto 

construct a knowledge basewhich is useful in 

taking decisions 

whethertheincomingrequestisnormalorintrusion.

Theknowledgebaseisacollectionofknownsignatur

esandinstancesofintrusionattacks. 

Wheneveranewrequestarrives,itssignaturewillbec

rosscheckedwiththealreadyexistingsignaturesink

nowledgebaseandthe 

decisionistaken.Alertwillbegeneratedbytheintrusi

ondetectionsystem,incaseifitisa threat. 

Thesecondmethodologyisanomalybased,whereth

eintrusiondetectionsystem learns the behavior of 

the system,andwillimmediatelygenerate an 

alertinthecaseofdeviationfromthenormalbehavior

[1,2,5]. 

ResearchcontributiontowardsbuildingIDS using 

different data mining 

techniqueshasbeenextensivelystudiedinliterature.

Inordertodetectthreats,itisadvantageoustousesoft

computingtechniquesratherthantraditionalapproa

chesforconstructionoftheIDS. 
 

2. RelatedWork 

Intrusion detection system monitors 

alltheincomingtrafficand restricts 

entryofanunauthorizedattempttoprotecttheresour

cesbyapplyingsuitablerules.Recentresearchpubli

cationsinintrusiondetection algorithms 

concentrated more 

onthefeatureextractionfromthedata.Thefollowing

isthelistofvariousrelatedtechniquespublishedinva

riousjournalsforintrusiondetectionasshowninFig.

1. 

 
2.1 TextProcessing 

In this approach for intrusion detection, 

thesystem calls serve as the source for 

miningandpredictinganychanceofintrusion.When 

an application runs, there might beseveral 

system calls which are initiated 

inthebackground.Thesesystemcallsformthebasisa

ndthedecidingfactorforintrusiondetection[1,2,and

3].Theapproach of intrusion detection using 

textprocessinghasbeenoneoftheresearch 
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interestsamongresearchersworkinginthearea

ofnetworkandinformationsecurity. 

Thistechniqueusessystemcallsequences [1] 

by applying text 

processingtechniques.AlokSharmaet.al2007,

inhispaperdiscussedtheintrusiondetectionme

chanismusingtextprocessingtechniquek-

nearestneighbor(kNN)classifier. This 

classifier was used on 

theDARPA1998databaseandtheresultswerep

rovedtobebetterthanotheralgorithms[2].Inthe

irpaper,AlokSharmaet.al2007,demonstratedt

hecosinesimilarity measure and binary 

similaritymeasure. 

For the first time Liao et. al[2] used 

thecosine similarity measure and later 

Rawatet.al.[3]extendedbyintroducingthewei

ghtcomponentforthesystemcalls. 

AlokSharmaet.al.proposedanewsimilarityme

asurewhichnotonlyconsidersthefrequencyoft

hesystemcallsrather than the number of 

common systemcallsbetweentheprocesses. 

 
2.2 SVM 

SVMisoneofthefinestsupervisedmethodsuse

dforclassification.Itincludeslearningalgorith

msthroughwhich,thetrainingdatagetsclassifi

ed.Inordertogetmore quality in the 

classification 

process,SVMuseshighdimensionvaluesforcl

assification[12]. 

Initially, the training values are 

giventhrough which these values are 

classified.SVMisgenerallyusedfortheclassifi

cationandRegression.Intheprocess of 

determining the intrusion usingsystem calls, 

if the number of system callsis too many, it 

will be difficult to 

performtheclassificationkeepingperformanc

eunchanged.Inordertohavetheperformanceof

classificationprocessunchanged,thedimensio

nsneedtobereducedwithoutaffectingthequalit

y 
 

2.3 SignatureDetection 

Intrusionsaregenerallydetectedbymatchingc

apturedpatternwithalreadypreconfiguredkno

wledgebase.Therateof 

falsealarmsinthecaseofunknownattacksisveryh

igh[25].Inhispaper 

,YuxinMengat.al.narratesthattheIntrusionDete

ctionSystembasedonSignature[14]smellsanatta

ckbyanalyzingitsstoredsignatureswithinformat

ionwithinthepacketpayloads.The signature 

may be a collection of ruleswhich can be 

formed as an identity, 

whichshallbestoredinthedatabase.Inconclusion

, the signature based 

intrusiondetectionisoneoftheprominentapproac

hestodetectthethreats,eventhough it has a 

drawback of possibility ofoccurrence of false 

alarms. The detectionaccuracy is high in the 

case of previouslyknown attacks and 

computational cost isveryless. 

 
2.4 GeneticAlgorithms 

TheseGAtechniquesaregenerallyusedtoselect 

the best features that are used 

forIDSandwhencomparedtoothermethods,has 

better efficiency. This is an approachwhich is, 

slightly trickery, complex andhence need to be 

used in specific mannerrather in general 

approach [9, 23]. 

StudiesbasedonbothGeneticAlgorithmsandFuz

zyrulebasedsystemscanbeclassifiedas 

Michigan, Pittsburgh approaches. 

ThePittsburghmethodusesasetofif-thenfuzzy 

rules are coded as an individual. 

InMichiganonlyasingleif-

thenfuzzyruleiscodedasindividual. 
 

2.5 FuzzyLogicApproach 

Thefuzzylogicapproachconsiderstheapproxima

tetheoryratherthantakingexact inference from 

predicate logic 

intoconsideration.Thesemethodsusequantitativ

efeatures.Thistechniqueprovidesimprovedflexi

bilitytosomeuncertainproblems.However,whe

ncompared to the artificial neural 

networkapproach, the detection accuracy is 

lesser[25]. These fuzzy approaches can also 

beusedfortheanomalydetectionasthefeatures 

can also be considered as fuzzyvariables [22]. 

As long as the 

observationlieswithinprescribedintervals,thiski

nd 
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ofprocessingschemesaretobeconsideredasno

rmal(Dickerson,2000)[23].Sometimesintrusi

ondetectionsystemsbasedontheanomalyflags

observed,activities that keep deviating from 

normalattributepatterns[20]. 
 

2.6 AnomalyBasedApproach 

Theseapproachesusestatisticaltestonthecolle

ctedbehaviortoidentifytheoccurrenceofintrus

ion.Timetakentoidentifyismoreinthismethod

.Thedetection accuracy is directly 

proportionaltothecollectedamountofbehavio

ralpatternfeatures.Therateoffalsealarmsisles

s in the case of unknown attacks [25].Sang 

Hyun Oh, et. al. (2003) proposed 

inhispaper[4]thatananomalydetectionmeasur

e that uses a clustering 

algorithmwhichmodelsthenormalbehaviorso

fusersactivities. 

Thestatisticalanalysispredictivepatterngener

ationanddataminingtechniquesclassify an 

anomaly detection model 

[5].Thevaluesrelatedtofeaturesofuseractivity

representthecorrespondingfeaturerateforthee

xecutionoftheactivity.Becauseofthis,thevalu

edomainof the features is generally 

mentioned intheform 

ofintegers,makesassociationandsequencedat

amininginapplicable. 

Hence only frequent item sets be 

foundamongthefinitenumberofcategoricalite

ms.Inthecontrary,thiskindofproblemscanbeb

etterhandledbytheclusteringasitispurelybase

donthesimilarityofdata. 

For analyzing, the common properties ofall 

transactions of a user, anomaly 

basedintrusiondetectiontechniquesareinclud

edin a host based IDS. The DBSCAN, 

JAM,ADMITandEMERALDarefewalgorith

mscombinedforIntrusionDetection Systems 

for ensuring 

successfulthreatdetection.Theanomalybased

intrusiondetectionalgorithmscanbeclassified

intothreecategories[21]asfollows: 

i. Statistical based : Nature of the 

processinvolved, is univariate, multivariate, 

timeseriesmodel. 

 

ii. Knowledgebased:Natureoftheprocessinvol

ved are FSM, Decryption 

languages,Expertsystems. 

 

iii. MachineLearningbased:Allsoftcomputin

gtechniquescomesintothisgroup 

 

2.7 AssociationRuleBased 

These techniques are used for only 

knownattachsignaturesand/orrelevantattacksin

themisusedetection.Totalunknownattacksareno

tatalldetectedandmoreoveritrequiresmorenumb

erofdatabase scans, to generate the rule 

base[25]. Lee, at.al.initiated the concept 

ofusingassociationrulesforintruderdetection 

solutions and was extended in[15,16,17]. 
 

2.8 DimensionalityReduction 

Inordertoavoidfalsealarms,twotechniques need 

to be completed 

withoutfail.TheyarePreprocessingtechniquesan

dDimensionalityReductiontechniques.All the 

system calls that were captured bythe 

Intrusion Detection System, many 

notplayaroleindecidingwhethertheincoming 

request is a threat or not. In 

thiscase,thesystemcallswhichwerenotimportan

torirrelevanttothethreatdetection process must 

be identified andremoved from the database. 

That is how 

apreprocessingsystemwilldecideeachunitof 

data, whether it is a normal data or 

ananomalousdata. 

 

The preprocessing tasks involve 

activitieslikedatasetcreation,cleaning,integrati

on,featurebuilding.Thesemostimportantstepsto

bediscussedare: 

 
1. Dataset Creation: Data to be 

identifiedand collected in order to proceed for 

thepreprocessingprocess.Thedataneedtobe 
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separatelyidentifiedforTrainingPhaseandTes

tingPhase. 

 

2. FeatureBuilding:Toimprovethediscri

minative properties for the 

anomalydetection process, additional 

features 

aredescribedforthedata.Thisfeaturebuilding 

can be done manually or 

usingsomeautomatedtools. 

 
3. KnowledgeDiscoveryApproach 

Most of the significant works carried 

forfindingintrusiondetectionmaybeclassified

intothefollowingclasses 

 

1. MachineLearningBasedApproach 

2. UnsupervisedLearningBasedApproach 

3. SupervisedLearningBasedApproach 

4. GeneticprogrammingBasedApproach 
 

3.1 Machine Learning 

ApproachMachine learning is  a self  learningapproachwhichrequiresaformalsystemwhichcanupdateitselfcontinuouslyeachtimethenewdataisgeneratedandaddedtothesystem.Inessence, itmustbeanautonomoussystemwhichcanaddressthecontinuous  change

s coined out

 andintegratetheknowledgedatabase. 

Thisprocessrequiresabilitytolearnfromexperi

ence,analyticalcapability,selflearningcapabil

ity,abilitytohandledynamicchangessoastobes

elfupdated. 

Inessence,themajortaskinthemachine 

learning algorithms is to design,analyze, 

develop, and implement variousalgorithms 

and methodologies which guidethe machines 

(computer systems) to 

gaintheselflearningcapability.Machinelearni

ng may be classified into 

supervisedandunsupervisedlearningtechnique

s[20]. 

 

3.2 SupervisedLearningApproach 

Inthisapproachforintrusiondetection,wemust

knowtheclasslabeltobuildtheknowledge 

database or knowledge 

rules.Thisisbecauseofthisreason;wecallitass

upervisedlearningtechniqueorclassification. 

Givena dataset,wesplit the datasetinto training 

and testing sets and build 

theknowledgeusingthetrainingset.Thenweuse 

the samples from the testing set to 

testtheclasslabelofthetestcasechosenfromthetes

tingtest.Inshort,thetaskofsupervised learning is 

to build a 

classifierwhichcaneffectivelyapproximatethem

appingbetweeninputandoutputsamplesoftraini

ng. 

Oncewebuildaclassifier,thisisfollowed by 

measuring the classificationaccuracy. 

Classification requires 

choosinganappropriatefunctionwhichcanestim

atetheclasslabel.Thisisfollowedbymeasuringth

eclassificationaccuracy. 

ThemostpopularclassifiersincludeDecisiontree

basedClassifier;ANNbasedclassifier,KNNClas

sifier,SVMClassifier.Thesimplestnon-

parameterclassifier is the KNN-classifier 

which isused to estimate the class label of the 

testinput by assigning the label of the 

nearestneighbor. 

3.3 Unsupervised Learning TechniqueIn the intrusion  detection based onsupervisedlearningtechnique,wedonothave 

anyknowledgeontheclasslabelsoftheinputdatas

et.Insuchasituation,weaim  to  choose the classifier basedunsupervisedlearning.Thisprocessisalsocalled  as clustering  process.   Inunsupervised learning based technique 

theobjectiveistoobtainadisjointsetofgroupscon

sistingofsimilarinputobjects.Thesegroupsmayb

eusedtoperformdecisionmaking,topredictthefut

ureinputs. 
TheK-meansclusteringmethodisthe 

mostpopularamongthevariousclusteringalgorit

hms where k indicates the numberof clusters 

to be formed from the inputdataset. The K-

means algorithm requiresspecifying the 

number of clusters to beformedwellahead. 

In [20] the authors make use of thisproperty to 

decide the number of 

clustersintheirapproachforintrusiondetection. 
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3.4 GeneticProgrammingApproach 

GAtechniquesaregenerallyusedtoselectbest 

features that are used for IDS andwhen 

compared to other methods have abetter 

efficiency. This approach is slightlytricky 

and complex and hence need to beused in 

specific manner rather in generalapproach. 

StudiesbasedonbothGeneticAlgorithms and 

Fuzzy rule based systemscan be classified 

as Michigan, Pittsburghapproaches. The 

Pittsburgh method uses aset of if-then fuzzy 

rules which are 

codedasindividual.InMichiganonlyasingleif-

thenfuzzyruleiscodedasindividual. 

 
4. ResearchIssues 

Thecomputationproblemsmaybeclassified 

into two types. These include 

1.OptimizationProblemsand2.Decisionprobl

ems.Inoptimizationbasedproblems,theobject

iveistoaimforefficiency.Inthedecision based 

problems, we must 

outputthedecisionasyesorno,trueorfalse,etc.I

ntrusion detection may be considered asthe 

decision problem where we need 

toclassifyifthetargetisanintrusionornot. 

Oneapproachofintrusiondetectionwhichisrec

entlybeingconcentratedisusingtextminingtec

hniques.Dataminingis a knowledge 

discovery process 

aimingatretrievingtheunknownhiddeninform

ationavailable,butnotyetbeenidentified and 

focused to derive 

importantconclusionsandfindings.Intrusiond

etectionanddatamininghavebeencomplement

ingeachotherinresearchworks performed by 

various 

researcherstowardsfindingvariouspossibiliti

es,approachestodetectintrusion. 

Thedataminingapproachessuchasprediction, 

classification, clustering, noiseelimination 

have been extensively used 

intheintrusiondetectionprocessasdiscussedin

therelatedworksofsection2.Inthissection,our

objectiveistooutlineageneralizedmethodforin

trusiondetection.Theproblemofpredictingintr

usiondetection has been a major challenge 

forresearchersfromthemedicaldomainas 

wellasfromtheotherfieldsofengineeringsuchash

ealthinformatics,medicalinformatics and 

information retrieval. Wenow try to point out 

the various researchissuesinhandlingdatasets. 

4.1 Pre-processingDatasets 

Theresearchshouldfirststartwiththestudyoftheb

enchmarkdatasets.Sometimes there may be a 

need to 

startcollectingdatafromscratchifweareworking

overaprobleminaparticulardomain.Preprocessi

ngphaseisanessentialphasetomakethedatasetsui

tablefor process effectively to obtain 

accurate,efficientresultsbyapplyingthenewlyde

signedmethodoralreadyexistingalgorithm. 

Sincethereisnospecificstandarddataset for 

intrusion detection, we 

choosetoconsidertheKDD-

Cup99datasetastheoneconsideredin[20].Thisco

ntains494,020samplestotally.Thedimensionalit

y of each data sample is 41.Of these 41 

dimensions, a total of 9 

areintrinsictype,13arecontenttypewhileallthere

maining19aretraffictype.Eachdatasample of 

the dataset is classified in to 5classes. 

There are four types of attacks and onenormal 

traffic class. Since the number ofclasses is 

five, this is basically as 5-ClassClassification 

problem. Similarly we maychoose to use the 

DARPA 1998 or 

1999standarddataset.Inparticular,theresearchs

houldfirststartwiththestudyingthebenchmarkda

tasets. 

Sometimes there may be a need to 

startcollectingdatafromscratchifweareworking

overaprobleminparticulardomain.Preprocessin

gphaseisanessentialphasetomakethedatasetsuit

ablefor processing and handling effectively 

toobtainaccurate,efficientresultsbyapplying 

the newly designed method 

oralreadyexistingalgorithm. 

4.2 DimensionalityReduction 

Thisphaseincludesextractingfeaturesfromtheda

taset.Theseincludefeature 
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selection, feature extraction, 

informationgain,theapplicationoflineardiscri

minantanalysis,noiseelimination,dimensiona

lityreduction by computing frequent 

patterns,etc.someoftherecentworksincludeap

plication of text processing 

approachesforintrusiondetection. 
 

4.3 DistanceMeasure 

Thechoiceofdistancemeasureisanessentialtas

kinpredictionandclassificationprocesses.So

medistancemeasures use the notation of 

vectors andotherdistancemeasuresusenon-

vectorsasinput. 

Someofthewell-

knowndistancemeasuresincludecosinedistan

cemeasure,Manhattandistance,Euclideandist

ance,Jaccardmeasure.Iftheinputisafrequency

vector,wemayusecosinemeasure for finding 

distance between thesame. Alternately we 

may design our ownmeasure to compute the 

distance betweenanytwoinputentities. 

 
4.4 ClassificationandPredictionAlgorithm 

Theunderlyingdatasetisthedecidingfactor for 

the choice of the algorithm. 

Asingleclassificationalgorithmisnotsuitablef

oreverydataset.Choosinganefficientclassific

ationmethodfollowedbyinefficient distance 

measure may lead 

toimproperestimationofintrusionprediction. 

The existing classification 

algorithmshavetheirownadvantagesanddisad

vantages, which need to be 

studiedandchoseneffectively. 

 
4.5 NoiseElimination 

In text mining based intrusion 

detection,wemayhavetoformtheprocessvssys

tem call matrix for intrusion detectionafter 

finding the system call vector 

whichcontainsallsystemcalls.Sincethedimen

sionality of the system call vectormakes the 

dimensionality of system callmatrix large, 

we may have to reduce thedimensionality. 

Afterdecidingthenumberofsystemcalls, there 

may be one or more 

systemcallswhichmaybenotimportantandmayb

ediscardedwithoutanylossofinformation. 

Every effort must be made 

inthisdirection,sothatthesystemcallattributeswh

ichareoftheleastimportanceandinsignificantaffe

ctmaybeeliminated. 

 
5. ProposedApproach 

The approach of intrusion detection usingthe 

text processing has been one of 

theresearchinterestsamongresearchersworkingi

ntheareaofnetworkandinformationsecurity.The

proposedapproach for intrusion detection is 

basedon the concept of text processing and 

useofdataminingtechniquesinthepredictionand

classificationofintrusion. 

Ourintrusiondetectionisbasedonsystemcalls.Fo

rmally,wetreatthealgorithm to be a function of 

system 

calls.Inthisapproachforintrusiondetection,thesy

stem calls serve as an important sourcefor 

mining and predicting any chance ofintrusion. 

When an application runs, theremight be 

several system calls which areinitiated in the 

background these 

systemcallsformthebasisandthedecidingfactorf

orintrusiondetection 

 
5.1 Stepsinvolved 

Theblockschematicoftheproposedapproach is 

given in the figure 2 

below.Thefollowingarethesequenceofsteps 
 

5.1.1 Stage1 

TheDARPADatasetisused,asitispubliclyavaila

ble,labeledandpre-processed ready for use. 

Preprocessing 

ofthedatasetistomakeitsuitableforusebythe data 

mining algorithm and 

techniquesusedtohandlethedata. 
 

5.1.2 Stage2 

Performdimensionalityreductionofsystem 

calls, as all the system calls neednot be 

important. We must identify 

thosesystemcallswhicharenotdominantand 
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eliminate such system calls. The 

SingularValueDecomposition(SVD)techniq

uemaybeusedtoperformthedimensionalityre

duction at this stage. By applying 

SVD,wecanfigureoutmostdominantandleast

dominant system calls. Such system 

callswhich do not make any significant 

effectmay be eliminated. All such system 

callsare called outliers. A simple thumb rule 

isto eliminate all the systems calls 

whoseEigenvaluesarelessthan1. 
 

5.1.3 Stage3 

Thisstageinvolvesdecidingwhichsystemcalls

mustberetainedfromthemostdominantsystem

callsobtainedintheprevious stage. A simple 

thumb rule is toconsider all those system 

calls, which addupto90%energy. 
 

5.1.4 Stage4 

Wemayapplyfrequentpatternapproachesfor 

finding frequent system calls. In thiscase, 

we are trying to find the system 

callitemsets.Findingsystemcallssetsmaybeus

ed to derive important association 

ruleswhichmaybehelpfulinperformingclassif

ication and for predicting the trendsamong 

system calls. There is a scope 

forresearchinthisdirectionasverylessworkisc

arriedout. 
 

5.1.5 Stage5 

Thisstageinvolvesusingsuitabledistancemeas

uresuchEuclidean,Cosine,etc,Alternately, 

one may design his/her 

ownkernelmeasurewhichmaybeusedtoperfor

mclassification.Suchadistancemeasurewhich

isdesignedmustsatisfyallthebasicpropertieso

fthedistancefunction[27]. 
 

5.1.6 Stage5 

Thenextstageinvolvestheprocessofclassificat

ion. There are less number 

ofoptionsavailableforthedatasets.Thisproces

sbecomesmuchsimplerastheDARPA dataset 

is used for this 

purpose.WemayuseDARPAdataset,asitispub

liclyavailable,preprocessedandreadyforuse.

Toperformthisprocessthereare 

twoapproaches,kernelbasedanddistancebased 

measures. Similarity measures 

suchastheCosinemeasureandtheJaccardmeasur

esuchasvariousdistancemeasuresmay be used. 

In the case of binary 

matrixrepresentationofthesystemcalls,theJacca

rddistancemeasuremaybeused.TheCosinemeas

ureisusedforthefrequencybasedsystemcalls.On

theotherhand, we may also use methods such 

asSVMclassification. 

Alternatively, the user may design a 

newkernelmeasureandusewithSVMclassifierto

performclassification. 
 

5.1.7 ResearchDirection 

Thereisscopeforresearch,ifwemakeuseofassoci

ationrulestoperformdimensionalityreduction.E

ffortsarecountableinthisdirectionasverylesswor

kisperformedbyresearchers.Oneway is to find 

the relation between thesystem calls and 

reduce the system 

callswhicharenotimportant,ifwealreadyknowth

eclassasintrusionandnon-intrusion. 

 
6. Text Mining Based Intrusion 

DetectionTheconsensusbasedcomputingapproa

chhasbeenappliedinvariousapplicationareaswh

ichaimsatusingmorethanonealgorithmorproced

ure,distancemeasurestoaddresstherespectivepr

oblems.Sincethechosendatasethasalreadydefin

edthenumberofclasses,andtheintrusiondetectio

nisalsoaclassificationproblem,wemaychooseto

clusterthechosendatasetintonumberofclusterse

qualtothenumberofclasslabels. 

In this paper, the objective is to use theK-

means clustering method to cluster thechosen 

dataset into a number of clustersequal to the 

number of class labels. 

Wemaydirectlyclusterthetrainingsetoralternati

velychooseperformfeatureselectionfollowedby

dimensionalityreductionandthenapplyK-

meansclusteringoverthisreduceddimensionalit

y. 
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σ 

6.1 HandlingTrainingSet 

Wefollowtheapproachin[20]fordimensionali

tyreduction.However,instead of using the 

conventional k-

meansalgorithm,wechoosetoapplythemodifi

ed K-means algorithm which usesthe 

Gaussian based distance measure tofind the 

similarity between data sampleswhen 

forming the clusters. This is wherethe 

novelty of our approach starts with. 

Inthisapproach,wereducethedimensionalityo

ftrainingsetbyfirstapplying a suitable 

clustering to a 

numberofclustersequaltonumberofknowncla

sslabels.Sincetheintrusionsdatasetsarehave 

labeled attacks, we can decide 

thenumberofclusterstobeobtained.Thebetter

choiceisk-meansclusteringalgorithm as it 

clusters the input to 

thepredefinednumberofclusters. 
After,obtainingtheclustersthenext 
step is to find the distance between 

eachtrainingdatasampleandalltheclustercent

ers.Thisisthefirstdistancevaluecomputed.Ina

dditiontothisforeverydatasamplewithinaclust

er,wefinditsnearestneighbor within that 

cluster by selectingthe pair of minimum 

distance. This is theseconddistancevalue. 

The two distances are added to get asingle 

distance. Now each data sample ismapped 

to a single distance value insteadof data 

sample expressed as a function 

ofsystemcallattributeswhenperformingtext 

mining based intrusion detection. 

Forexample, if we consider the purpose 

ofclustering, we must specify the number 

ofclustersequal 

 
6.2 DistanceMeasureforK-means 

Inthissection,wediscussthedistancemeasureu

sedaspartofthek-meansclustering algorithm. 

We use the Gaussianfunction as the distance 

measure to findthe distance between any 

two samples oftraining set. This may also be 

used to 

findthedistancebetweenanytwodatasamplesi

ngeneral. 

 

6.2.1 GaussianFunction 

We consider the Gaussian function 

baseddistancemeasuretofindthesimilaritybetwe

en the data samples of the 

intrusiondataset.Weusethesamedistancemeasur

eandapplythek-

meansalgorithmtoclusterthedatasamples. 

Forthepurposeofdimensionalityreduction, we 

use the k-means clusteringtechnique to obtain 

the clusters using theproposed distance 

function and then findthe distance between 

each trainingdatasample and each of the 

cluster 

centroids.Thisisfurtherfollowedbyfindingthene

arestneighborforeverydatasamplewithintheclus

ter.Thesetwodistancesaresummed to get a new 

distance value. Thisdistance value becomes 

singleton featurefor each training data sample. 

Thus eachdata sample of the training set is 

mappedtoasinglefeaturevaluereducingthedime

nsionalityto1. 

 
The Proposed distance function is 

definedasgivenbyEquation.1 

 

G(x,μ,σ)= 

e–(
x–µ

)2   

; one or bothsystemcalls exist 
{ 

0 ;noneofthesystemcallsexist 
 
(1) 

 

where 

x=systemcallbeingconsidered 

µ=meanofthesystemcallw.r.tdatasamplesprese

ntinthecluster 

σ = standard deviation of system 

callconsideredw.r.tdatasamplesoftrainingset. 

 

ThedenominatorofIDSIMisgivenbyEquation.2

asshownbelow 

 

H(x,µ,σ)= 
1 ; oneor bothsystemcalls exist 

{ 
0 ; noneofthesystemcallsexist 
 
(2) 
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Generate 

ClustersEqualtoNumbero

fClass 

labelsofdataset 

Obtain distance between 

eachdata sample and all 

clustercentersanditsNearestNeig

hbor 

-ClassifierUsingKNN 

 

 

 

 
ReducedTrainingTest 

  

Sumtheinterclusterdistancesa

nd nearest neighbor 

distanceforeverydatasample 

 

Theaveragedistanceistheratioofthetwofunctions G( x, μ, σ) and H( x, μ, σ)and 

isformallyrepresentedasgivenbyEq.3 
 

F =
G(x,µ,σ) 

H(x,µ,σ) 

(3) 
 

TheaveragedistanceconsideringdistributionofallfeatureshenceisdefinedasEquation.4asgivenbelo

w 
 

xis—µis2 
∑i=n1∑s=me

—(    σs 
) 

i=1 s=1  
∑i=n1∑s=m1 (4) 

i=1 s=1 

 

Thedistancefunctionisrepresentedasgivenby 

 

IDSIM=(1+Favg)/2 (5) 
 
Whereiindicatesthei

th
datasample.Sindicates the 

system call. IDSIM indicates 

thesimilarityfunction 

 

6.3 DimensionalityReductionofTrainingSet 

Figure.3 shows the proposed approach 

forreducingthedimensionalityofthetrainingse

tandFigure.4showstheproposedapproach for 

reducing the 

dimensionalityofthetestingsetusingthepropo

sedmeasurewithK-

meansclusteringtechnique. 

So,wehaveboththetestingandtrainingsetswit

heachdatasampletransformed to a singleton 

feature 

value.Thetestdatasetcannowbecomparedwit

htrainingdatasetinaverysimpleandeffective,e

fficientway.TheProposedapproachconcentra

tesonusingtheGaussianfunctionbaseddistanc

ealongwith the K-means instead of 

conventionaldistancefunctionusedbyK-

meansalgorithm. 

 

 

 

 

 

 

 
 

Fig3:DimensionalityReductionofTrainingSet 
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ReducedTestingSet 

Sum the inter cluster 

distancesandnearestneighbordist
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gset 

 

 
 

 

 
 

 
Fig4:DimensionalityReductionofTestingset 

 

 
7. Conclusions 

Thispaperdiscussesvariousapproachestobe 

followed for detection of the intrusion.It 

also discusses the research issues to 

beconsideredinintrusiondetectionusingtextpr

ocessing. It also discusses the 

sequenceofstepstobefollowedinordertoimpro

vethe effectiveness and performance of 

theintrusiondetectionmechanismanddecreasi

ng false alarms that are 

generatedbytheintrusiondetectionsystem.Thi

spaperalsodiscussestheimportanceofpreproc

essing techniques, 

dimensionalityreductioninordertoreducethef

alsealarms.Inthiswork,thesecondmajorcontri

butionisindefiningthesimilarity 

measure which has finite lower and 

upperbounds.ThemeasuredesignedisGaussianf

unction based distance measure. The K-means 

algorithm is chosen for clusteringusingthe 

proposed distancemeasure tocluster both the 

training and testing datasamples. The training 

and test datasets aretransformed to single 

dimensional featurewiththeuseofk-

meansandproposeddistance measure. The 

significance of theproposed distance measure 

is it 

considersthedistributionofthesystemcallsbehav

ior over the entire training 

samples.Thismakesthecomputationaccurate,ev

enin binary form. The similarity value 

liesbetween0and1. 
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