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Abstract—Fine-grained power utilization information from
savvy meters might build the gamble of clients uncovering
protection. This paper plans a technique to understand the
stowing away of continuous power interest through family
energy capacity gear (for example vehicle battery). By
planning the rate contortion work issue and tackling it
utilizing Blahut-Arimoto calculation, the accompanying
beneficial impacts are accomplished: 1) the procedure is
attainable; 2) the shared data between continuous power
interest and preset meter information can be limited; 3) the
information displayed in the meter are normal. Additionally,
to confirm the viability of the proposed calculation,
examinations with the conventional best-exertion and it are
directed to step calculation. The outcomes show the proposed
calculation has preferred execution over the over two
calculations concerning the common data measurements. At
last, the impact of most extreme battery power on the
procedure is additionally mimicked.
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l. INTRODUCTION

Due to its self-healing function, safety and
compatibility,the smart grid has been developed by countries
all over theworld[1]-
[3].Oneofthefoundationsforefficientoperationof smart grid is
the Advanced Metering Infrastructure
(AMI),whichreliesonsmartmeters.However,fine-
grainedelectricity consumption data recorded by smart meter
poses
ariskofprivacyleakageforusers.Forexample,byusingnonintrusi
ve load monitoring data analysis techniques, users'usage
patterns and personal habits can be obtained [4], [5].Since the
possibility of privacyleaks in smartmeters,
partsoftheUnitedStatesandEuropeareprohibitedfrominstallatio
n.

Manyalgorithms have been proposed for privacy-
preservingofusers’electricityconsumptiondatarecordedby
smart meters [6]-[9]. Kalogridis et al. introduce a best-
effort(BE) algorithm [10], which tries to keep the meter data
fixed.Unfortunately,fortheconstraintsofbatterypowerandcapac
ity, BE algorithm will definitely expose user’s
actualelectricity data and thus leak privacy.Stephen proposes
anon-intrusiveload leveling (NILL)algorithm that
controlsthebatterytocharge/dischargewhenthecapacityistoolo
w/high to maintain a fixed value [11]. Given insights
fromthefailureofthealgorithmsabovetohandleloadpeaks,a
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differentapproachbasedonquantizingthedemandloadintoastepf
unctionisproposed by[12].

However, none of these works have considered
optimalcontrol algorithms to protect the privacy of smart
meter data. The optimal control strategy minimizes the impact
of
batteryhardwareconstraintsonthestrategywhileensuringlowmu
tualinformation.

Goodprotectioncanbeachievedonlyifthedatapresentedbyth
emeteris presetand has alowcorrelationwith the actual power
demand. In this paper, an
algorithmbasedonratedistortiontheorythatminimizes
themutualinformation between real-time power demand and
the pre-setmeterdataisproposed.

The rest of the paper is organized as follows. InSectionll,
we introduce the system model. Section [l defines
theproblem to be solved. A classical algorithm for solving
ratedistortion  function is proposed in Section V.
PerformanceevaluationisproposedinSectionV.Thepaperisconc
ludedinSectionVI.

Il.  SYSTEMMODEL

Theconsideredinput/outputdiscretetimemodelisshown in
Figure 1. Input X; is the power demand of the homedevice at
time t. Output Yis the -energy obtained from
theutilityprovider(UP).Bisthepowerofthebattery. Thepositivev
alueindicatesthatthebatteryischarging,otherwisethebatteryisdis
charging.Asdescribedinthemodel, the real-time power demand
Xis jointly supplied bythe battery power and the grid power,
and EMU’s (EnergyManagement Unit) adjustment of Bican
realize the change
ofYw.Intheend,peoplecanpartiallycoveruptheactualelectricityco
nsumptiontoprotectprivacy. Thefollowingpart introduces the
mathematical models of input and outputpower.

Home X Y,
Smart
. P>
Appliances EMU g Meter
B
Battery SmartGrid

Figurel.Thesystemmodel

Copyright @ 2021 Authors



Dogo Rangsang Research Journal
ISSN : 2347-7180

A. InputPowerModel

Definition1(HistoricalelectricitydatasetA): Thehistorical
electricitydatasetof the family, denoted byA.

Definition2:(UniqueConsumptionSetG):Grepresentstheset
ofunique consumptionrates inA.

Definition3(Functionh(-)):h(-)isdefinedtocalculate
thenumberoftimesacertainpowerappearsinthefamilyhistoricalel
ectricity data.

Definition4(Functiong(-)): Thenumberofelementsin

asetE%?egggg a%?lt)?ggx%i?iputpowerdemandisassumed

tobeindependﬁ@ndidenticalIydistributed(i .i.d.)with
p(X=w)= ,weG.

9(A)
B. OutputPowerModel

Toprotectprivacy,theelectricityconsumptionYrecordedbyt
hemetershouldbewhattheuserwantstopresent. ~ Therefore, a
data collection y is customized for Yioselect. For the
feasibility of customized set of meter
data,someconstraintsneed tobeconsidered:

e  Constraintl:max(y)<max(A)+Bmax

. 882%3‘?&%%% 21%{/?:10 ﬁ&ggﬁﬁbareanytwo

adjacent numbersiny,then: | a—bs2Ba

max(A)—min(A
Constraint4:g(y)24(—)_zs‘(_)

max

If constraint 1 and 2 are not met the
maximum/minimumvalue of y can be directly deleted.
Because it is impossible toachievebyadjusting
thebatterypower.

Constraint 3 and 4 are to ensure thatfor any X, at leastone
element in y can be reached by charging or
dischargingthebattery.

Ill.  PROBLEMDEFINITION

In this section, an optimization framework is proposed
tosearchtheoptimalstrategythatminimizesthemutual
informationbetweeninputpowerdemandandpresetmeterdata.Ra
tedistortiontheoryhasbeenproventobevery
effectiveincalculatingtheminimummutualinformationbetweent
woprobabilitydistributionsetsundergiven
constraints. Tothisend,aratedistortionfunctionproblemisformul
atedtocapturethebestfeasiblestrategy.

X, Y,
X, Y,
— " PYX) [ ™.

X Y :

X '

Figure2.Informationtransmissionmodel
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A. SystemDynamics

Since the uncertainty of real-time electricity
consumptionmakes the quantization problem of solving a
single
randomvariableverycomplicated,ajointdescriptionismoreeffect
ive than a single description. Based on rate distortiontheory,
an information transmission model is developed
todescribepowerdemandandmeterdatajointly,whichisshownin
Figure2.XinFigure2standsforreal-timepower
demandandYisthecustomizedmeterdataset.p(Y|X)in
thefigurerepresentsthetransmissionprobabilityofthechannel,whi
chisrepresented bya matrixas:

P(Y1[X1) Y,|X s P(Y 1)

(V1 "p(Yllxz) g&fllle)) %p(Y|X2)—|‘
Y,iX YIX

L|0( X) SR ) f}(j_!m) ]

Each element of the matrix represents the probability
thatthe real-time power demand is Xjand the meter data is
Yi.After setting the meter data, all strategies can be presented
intheformofthismatrix.

B. DistortionFunction
After fully considering the role of battery power in
thestrategy, absolute distortion is used as the distortion
functionofthispaper:[ _
d(X,Y)= t|" | XY, |SBmax
1

W ,otherwise

1t
here dismuchlargerthiﬁBmax,

Forthedatathatcannotbeachievedbychargingordischarging
the battery, the distortion should be large enoughso that there
will be no unreachable meter data be
selectedgiventheexpected distortion.

C. ObjectiveFunction
Theorem1[13].Forthesourcexofi.i.d.,ifthedistributionisp(x)
and thebounded
distortionfunctionisd (x,%),thentheratedistortionfunctionisequal
tothe
correspondinginformationratedistortionfunction,whichis:

R(D)-R"(D)= min 1xX) @)
PO, ;POR(N)(x, <D

Accordin(};]totheoreml,thefolIowingobjectivefunction
canbeestablished:

R(D)= min (XY

PR oy POOPYIX)A(XY)<D
(> p(YX)=1 3)
s.t.J 3 P(YX)PO)(X,Y)<D
|| P(YIX)=0
TheintermediatevariableDcanbeshownas:
D=2 p(X¥)d(X;Y))
T 4)
:ZZP(XOP(YﬂXi)d(Xi,YJ’)

i1j-1
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Disnotonlytheexpectederror,butalsoequalsinvaluetotheexp
ectedpowerofthebattery. Theminimumvalueis
takenfromalltransitionprobabilitymatricesp(Y|X)that
makethe joint distribution p(X)p(Y|X) satisfy the

expectationofdistortionconstraintD.Forthisproblem,various
toolsof rate distortiontheorycanbe utilized.

IV. SOLUTIONMETHODOLOGY

Thissectionintroducesaclassicalmethod,Blahut-
Arimotoalgorithm[13],forcalculatingtheratedistortionfunction.
A description of the Blahut-Arimoto algorithm ispresented in
Algorithm 1. It is executed by the EMU to
learntheoptimalstrategybasedonhistoricalhouseholdconsumpti

on data. . . )
TheBlahut-Arimotoalgorithm uses an alternating

minimizationalgorithmtocalculatetheminimummutual

informationbetweenpowerdemand(X)andcustomizedmeterdata
(Y).Ineachiteration,foragiveninput
distributionp(X) and output distribution p(Y), first

calculatep(Y|X)thatminimizesmutualinformationunder
distortionconstraints:

p(YIX)= p(Y)e ()

Zp(Y) e—/‘Ld(X,Y)

isthelagrangeparameter.
Lemmal[13]:Letp(X)p(Y|X)bethegivenjointdistribution.

whereh

Then the  distribution  r"(Y)  which  minimizes
therelativeentropy
D(p(X)p(YIX)IIp(X)r(Y)) ©)

=nj(lvr)1(D(p(X)p(Y|X)IID(X)r(Y)))
isthemarginaldistributionr”(Y)correspondingtop(Y|X),
Wherer*(Y)=ZD(>§)D(YI X).
Accordingtothelemmal,theoutputdistributionp(Y),
whichminimizesmutualinformation,canbecalculatedasfollows:

PY=2, POIP(YIX) ©
Theentropyandjointentropyoftherandomvariableinstep 8
canbe obtainedbythefollowingtwoformulas:

HO)=-2_"p(Xlogzp(X) &)
H(X Y) Zzp(th )Iogzp(XhYl)
11(X;Y)andl,(X; Y)|nSteplOrepresentthemutual

informationobtainedbytwoadjacentcomputations.
As the number of iterations increases, this

minimizationprocessconvergestoR(D).

V. PERFORMANCEEVALUATION

In this section, the proposed Battery-based Load
Hiding(BLH) strategy is compared with two other common
BLHalgorithms, BE andStepping, to evaluate its
performance.Moreover,theinfluenceofthemaximumpowerofth
ebatteryonthisstrategyisalsostudiedandshownintheFigure4.
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Algorithm1.Blahut-AritomoAlgorithm

ge % |n ufthedi strlbutlonofelectrlcn
B B era 10NPrecisionprec, ma

ofiterationstand Lagrangeparameterﬂ,.

DRRSLRGSEr

Step3:Inputthepresetmeterdataanditsdistribution

p(Y).

Step4: Repeat(for eachA):

Step5:c=1
Step6:Calculatethetransitionprobabilitymatrixp(Y|X)from (5).
Step7:Obtaintheoutput
distributionp(Y)from(7).Step8:Calculatemutualinformati
onbetweenX,Y:

Stepoic= C+l(X ;Y) =H(X)+H(Y)-H(X;Y)
Step10:Untilc >t orI1(><‘;Y)—I2(X;Y)§prec

Stepl11:Outputp(Y|X)

BEalgorithm
BEalgorithmtriestoresist(tothedegreepossible)

againstpowerloadchanges.Whentherequiredloadiseitherlargeror

smallerrespectivelythanthepreviouslymetered

load,EMUwillchargeordischargethebatterytomakeupthedifferen

ce.

Steppingalgorithm
Steppingalgorithmaimstoquantifythedemandloadinto

?nsée r%lﬁlr(f{é afg&1 |scda6rt§grla}ﬁeeldlf

theEMUforcestheexternalloadtobemultiplesof £which

isdeterminedbythebattery’s parameters.

A. InfluenceofDifferentAlgorithms
Weconsidera24-hourplanningperiodinthesimulation.

Thesmartmetercurrentlydeployedinprivatedwellingsin

theEastMidlands,UK.Tounderstandtheeffectsofthesealgorithmsi

ntuitively,theoriginalelectricitydataisalso

shown.Themaximumpowerofthebatteryusedforthe
simulationis1000Wandcapacityis0.5kWh.Themeterdata

resetbytheproposedalgorithmis(0,200,400,800,1000,
200,1600,2000,2400,2800,3200,3600, 4000,4800). '
Themutualinformationbetweenthecurrentmeterdataandthere
al-timepowerdemandispresentedbyusinthe
upperrightcorneroftheexternalloadfigureforeachalgorithm.

s%)&t)tl%la’afgorithm,

SimulationresultsshowthattheBEalgorithmhasagood

effect on the power demand less than the maximum power
ofthe battery. But, due to the constraint of maximum power
ofthe battery, it has limited ability to hide the large real-
timeelectricity consumptionrate. Itcanalso
beseenfromthefigure that since the stepping algorithm
maximizes the errorbetween the power demand and the meter
data, the battery isvery easy to overcharge or over discharge.
Eventually lead totheleakageofreal-
timeelectricityinformation.Ouralgorithmnotonlyhasagoodeffe
ctonthepowerdemandlessthanthemaximumpowerofthebattery,
butalsocanfind a good representation of the power demand
greater thanthe maximumpowerofthebatteryfromthe preset
powerset.
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Oniginal demand load
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Figure3.Influenceofdifferentalgorithms
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B. InfluenceofDifferentBatteries

Figure 4 shows the impact of different maximum
powerbatteries on this strategy. The abscissa is the expected
error(which is numerically equal to the expected power of
thebattery) and the ordinate is the minimum mutual
information.It is a non-increase convex function on D,
indicating that
theminimummutualinformationcanbeachievedisgettingsmaller
andsmallerastheexpectedpowerofthebatteryincreases.

Influence of different batteries on rate distortion function
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Figure4.Influenceofdifferentbatteriesonratedistortionfunction

VI. CONCLUSION

TheexistingBLHstrategiesdonotconsideroptimalcontrol
algorithms to protect smart meter data. We preset
thedatapresentedbythemeterandproposeanewBLHalgorithmwi
threducedmutualinformationbasedonthetheory of rate
distortion. Compared with other strategies, thealgorithm
proposed in this paper is an online
optimizationalgorithmdesignedforthefamily'shistoricalpowerc
onsumptionsituationanduserneeds,soitcanachievebetter
protection effects. The transition probability —matrix
iscalculated in advance, so the smart meter does not need
tocarry out a lot of calculations in real time, and the
hardwarerequirements of the smart meter are not high.The
mutualinformation is used as a measure to compare the
proposedalgorithmwithBEandSteppingalgorithmandtheexperi
mentalresultsdemonstratetheeffectivenessoftheproposed
algorithm. In the future, the impact of other factors,suchas
batterycapacity,onthisstrategywillbestudied.
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